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1. Preface

This manual contains the release notes for all CoreMedia Content Cloud releases. You
will find the latest version of this manual at the following URL: https://documentation.core-
media.com/cmcc-11/release-notes.
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1.1 Audience

This manual is intended for everyone interested in the detailed changes between Core-
Media Content Cloud releases. It is specifically intended for developers and operators
who want to update their CoreMedia system.
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1.2 Typographic Conventions

This manual contains different fonts and types in order to label different elements. The
following table lists typographic conventions for this documentation:

Element Typographic format Example

Source code Courier new cm systeminfo
Command line entries

Parameter and values

Menu names and entries Bold, linked with | Open the menu entry

Format|Normal

Field names Italic Enter in the field Heading
CoreMedia Components The CoreMedia Component
Entries In quotation marks Enter "On"
[Simultaneously) pressed keys Bracketed in "<>", linked with "+" Press the keys <Ctrl>+<A>
Emphasis Italic Itis not saved

Buttons Bold, with square brackets Click on the [OK] button
Glossary entry >>-shaped icon >> LDAP

Code lines in code examples \ cm systeminfo \

which continue in the next line
-u user

Table 1.1. Typographic conventions
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2. Overview

CoreMedia Content Cloud releases have one of the following types:

* Advanced Maintenance Pack [AMP) contain mostly bug fixes and minor improvements. Release types
AMPs are kept free of breaking changes, meaning that projects usually have only
minor upgrade work to carry out, for example merging and regression testing.

¢ Advanced Enhancement Pack [AEP] also contain bug fixes and improvements. But
they also include new features and enhancements, which might be breaking.
Therefore, projects are often required to carry out upgrade tasks.

The very first AEP release of a new major version (for example, CoreMedia CMS 9] that
is available to all customers, is also called the General Availability (GA)] release.

The release overview site at https://releases.coremedia.com/cmcc-11/over- Available releases
view/archive.html provides an overview of all available release versions of CoreMedia

Content Cloud.

Subscribe to the help center at https://support.coremedia.com/hc/en-us/sec- Helpcenter

tions/360005297394-CoreMedia-Content-Cloud-Self-Managed to receive notifications
about release and product announcements.

The release notes of CoreMedia Content Cloud are sorted by the main modules of the Module organization
CoreMedia system. Each section bundles details about a number of technical compon-
ents as shown in the following table:

o CoreMedia Core: All changes related to the CoreMedia core components.

Content Server

Workflow Server

Content Application Engine [CAE]
Content Feeder

Importer

Site Manager

Search Engine

Command Line Tools

o CoreMedia Studio: All changes related to CoreMedia Studio

o CoreMedia Elastic Social: All changes related to Elastic Social

o CoreMedia Adaptive Personalization: All changes related to Adaptive Personalization
e CoreMedia Frontend: All changes related to the CoreMedia Frontend Workspace.
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Templates
Bricks
Themes

e CoreMedia Headless Server: All changes related to CoreMedia Headless Server
o CoreMedia Workspace: All changes related to the CoreMedia Workspace.
o CoreMedia Deployment: All changes related to the CoreMedia Deployment.

¢ Miscellaneous: All changes which cannot be assigned to a specific module.
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3. Software License Agreement
Changes

This notice is to inform you of some important changes to our software license agree-

ment, beginning with the general availability of CoreMedia Content Cloud version 10
[CMCC 10).

CMCC 10 introduces new software add-on components that require a separate license,
specifically:

o CoreMedia Content Hub

o CoreMedia Experience Feedback Hub

e CoreMedia Commerce Hub

The following components require a license for CoreMedia Commerce Hub:
o CoreMedia Connector for Salesforce Commerce Cloud
e CoreMedia Connector for SAP Commerce Cloud
e CoreMedia Connector for HCL Commerce
o CoreMedia Marketing Automation Hub

The following components require a license for CoreMedia Commerce Hub:
e CoreMedia Connector for Salesforce Marketing Cloud

For more details, see the file marked Schedule 1 Product Specification CMCC.

CoreMedia plans to release more Hubs and Connectors in the future and reserves the
right to amend the software license agreement with regards to these new components
and connectors.

Existing Customers

Existing CoreMedia customers may be entitled to the Commerce Hub component and
connector at no additional cost. Additional connectors may need to be licensed.

A license for the first three adapters for the components Content Hub and Experience
Feedback Hub is included in your existing software license agreement; additional con-
nectors will require a license upgrade.
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For full details regarding your contract please contact your CoreMedia account manager.
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4. Release Information

This chapter contains all release notes for CoreMedia Content Cloud ordered by release
version. Each release version shows the changes to its predecessor. Each subsection
provides the following information:

o Notable highlights of the release.

e Breaking changes, which require action on your side. The necessary steps are de-
scribed later in the upgrade section of this document.

e Changes and improvements that introduce new features or change behavior. These
usually do not require any action.

e The issues that are fixed with this release.
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4.1 Release 2204.3

The release contains:

e Breaking changes: 3
e Changes and improvements: 6
o Bugfixes: 65

Only issues which contain release notes are shown in this document. So, the numbers
in the list above can be higher than the number of issues presented in the subsections.

Breaking Changes

e CMS-21210: Cli Tool Argument Checks are Improved

e CMS-21919: Fix and Deprecate Method TransformimageService#getTransformation-
String

e CMS-22091: Third-Party Update: GraphQL-Java to 19.2

Changes and Improvements

o CMS-21653: Multi-Site Manual: Hints on CleaninTranslation
e CMS-22014: Changed CMS Version Compatibility Check For Plugins

Bugfixes

e CMS-21995: Third-Party Update: Postgresql

e CMS-21980: Third-Party Update: NGINX

e CMS-21932: Derive Site Robustness: Handle Links to Destroyed Contents
e CMS-21773: Documentation on How to Derive a Site

e CMS-21516: Irritating and unhelpful logging in EditorialCommentEventFetcher for
timestamps with "getNano()

e CMS-21408: New ServerExport Option to Export Files in Lowercase

o CMS-20881: The Content Feeder Now Also Feeds String Lists And Considers Nested
Structs

e CMS-20106: Cleaned up application-mls-local.properties
e CMS-22058: Removed pbe Taglib Declaration from Blueprint taglibs.jinc
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e CMS-22043: Fixed a Bug Regarding Annotation Lookup of Link Schemes

e CMS-22031: Fixed the Order of the 'viewEngines' Bean

o CMS-22011: Bugfix: Issue with Responsive Image Delivery for Extremely Small Images
e CMS-22001: Fixed the Handling of Preview Date

e CMS-21769: Fixed CSRF Documentation Bug

e CMS-19083: Fixed a Bug Regarding Encoding of Resource URLs

e CMS-22076: Fixed "Create From Template" Folder Initialization

e CMS-22068: Fixed Folder Suggestions for Content Rules

e CMS-21987: Workflow Window: Start Workflow Button is Disabled Until Validation is
Finished

e CMS-21915: Fixed 'minSearchCharacters' of User Manager Search

o CMS-21885: Fixed Collapse State Handling of Form View and Preview

e CMS-21802: Fixed Memory Leaks in CMPictureForm and CMImageMapForm.

e CMS-21781: Third-Party Update: CKEditor 4 to 4.19.0

o CMS-17961: Start Workflow Window: Start button is disabled during starting the workflow
e CMS-21671: Fixed Update of Start Translation Workflow Issues

e CMS-21505: Enhanced Studio-Server Support for Markup in Structs

o CMS-15645: Fixed Drag in LinkLists of Annotated LinkLists

e CMS-22082: Headless Server Library Update of Snake YAML

e CMS-21968: Expose id of CMPlaceholder

o CMS-21843: Headless won't Start with Deactivated P13N Extension

o CMS-21725: JavaDoc Updates: Null-Behavior for Struct List Properties in StructBuilder
o CMS-21881: Fixed Unified API Bug in Working Version References

4.1.1 Breaking Changes

CoreMedia Core

Cli Tool Argument Checks are Improved

Especially the cm bulkpublish commandand other tools have not checked their
parameter and arguments. In this specific case, a folder was passed to the bulkpublish
command without the necessary — £ option [because other tools do it that way]. However,
the tool did not complain about the unknown argument and simply assumed a default
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value for the folder. This is now checked more closely for all tools that don't need further
arguments and a usage message is printed. This change is only breaking if you have
used the tools with wrong parameters. If you used them correctly, the behavior does
not change.

[CMS-21210]

CoreMedia Content Application Engine

Fix and Deprecate Method TransformimageService#getTransformationString

The method com.coremedia.cap.transform.TransformImageSer
vice#getTransformationString(...) hasbeen changed to return null
for non-existing blobs instead of throwing a NullPointerException. Further the method
has been marked as deprecated for removal because it was not intended to be public
API.

[CMS-21919)

CoreMedia Headless Server

Third-Party Update: GraphQL-Java to 19.2

Thelibrary com.graphgl-java:graphgl-java wasupdated from18.1t019.2.
It contains several bugfixes and some security relevant improvements.

Follow Section “Third-Party Update: GraphQL-Java to 19.2" [157] for upgrade information.
(CMS-22091]

4.1.2 Changes and Improvements

CoreMedia Core

Multi-Site Manual: Hints on CleaninTranslation

CleanInTranslation is a scheduled task related to the CoreMedia Multi-Site
feature that is executed in workflow server. It may happen, that this scheduled tasks
struggles with the state of some localization workflows, which prevents clean-up of
false-positive in translation states of some contents.
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A manual section "CleaninTranslation Challenges" has been added to the Multi-Site
Manual describing possible issues in detail, how to analyze and possibly fix them.

[CMS-21653]

Miscellaneous

Changed CMS Version Compatibility Check For Plugins

e The plugin property plugin.requires and the programmatic version check
for Java Plugins in the CMS has been removed to fix a bug with the required cms
version and to prevent further confusion.

o A new Plugin Schema has been released:
https://releases.coremedia.com/plugins/plugin-schema-3.0.0.json .

The schema now requires a minimum-cms-version . The property is not verified
automatically, but is used for documentation purposes and enables clients to implement
such a check in their deployment processes.

[CMS-22014)

4 1.3 Fixed Issues

CoreMedia Core

Third-Party Update: Postgresqgl
Updated the postgresql driver to 42.4.11to benefit from latest security bugfixes.

[CMS-21985)

Third-Party Update: NGINX

The NGINX docker image has been updated to the latest version 1.23.1-alpine to avoid
security issues of its 0S base image.

In an upcoming CMCC release we will switch to a rolling tag to get updates of the 0S
base image with every build. We recommended that you manually switch to a rolling
tag like 1.23-alpine to cope with the moving target of security vulnerabilities in the libraries
of the underlying 0S.

Among others, the update fixes: CVE-2022-32207 CVE-2022-28391 CVE-2022-27404
CVE-2022-28391 CVE-2022-1586 CVE-2022-1587
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[CMS-21980)

Derive Site Robustness: Handle Links to Destroyed Contents

While links to destroyed contents should be prevented, actions such as Derive Site
should be robust to handle them.

Derive Site has been hardened accordingly, which means:

¢ links to destroyed contents are kept as is (and should be fixed afterwards)

e links to destroyed master contents are rewritten as expected to the new master
content

[CMS-21932)

Documentation on How to Derive a Site

Deriving a new localized site in Studio can lead to several issues when content of the
master site is not managed carefully. A new section Multi-Site Challenges | Deriving a
Site in the Multi-Site Manual gives recommendations on how to perform the task in order
to achieve best results.

[CMS-21773)

Irritating and unhelpful logging in EditorialCommentEventFetcher for timestamps
with ‘getNano(]®
Improved Timestamp Logging in EditorialCommentEventFetcher
Timestamps are now More Readable.
[CMS-21516)

New ServerExport Option to Export Files in Lowercase

Use option ——lowercase tostore the exported content using lowercase filenames.
This option can be helpful to mitigate problems with non-case-sensitive file systems.
The paths are kept unigue by appending a hash to the stored file name. The converted
path will not affect the reimport of the exported files.

[CMS-21408)

The Content Feeder Now Also Feeds String Lists And Considers Nested Structs

StructFeedablePopulator has been extended to also feed all keys, strings and string
lists in nested structs or struct lists. Of course it is necessary that the respective content
is re-indexed before these properties are searchable.

[CMS-20981)

Cleaned up application-mls-local.properties

The property repository.url anditshelperproperty content-management-—
server.hostinapplication-mls-local.properties havebeensu-
perfluous ever since and have now been deleted.
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[CMS-20106)

CoreMedia Content Application Engine

Removed pbe Taglib Declaration from Blueprint taglibs.jinc

Removed pbe taglib declaration from cae-base-lib's taglibs.jinc, since cap-editing-pbe-
taglib-component has been removed as of 2110.1.

[CMS-22058)

Fixed a Bug Regarding Annotation Lookup of Link Schemes
Lookup of @Link Annotation failed under certain conditions. This bug is fixed.
[CMS-22043)

Fixed the Order of the 'viewEngines' Bean

The type of the 'viewEngines' bean was changed to 'LinkedHashMap', so that custom
view engines can be correctly prepended or appended.

[CMS-22031)

Bugfix: Issue with Responsive Image Delivery for Extremely Small Images

Delivery of responsive images could fail, if the original image is extremely small and no
crops had been defined in CoreMedia Studio. More specifically, thisissue arose forimages
whose dimensions were smaller than the corresponding aspect ratio.

[CMS-22011)

Fixed the Handling of Preview Date

Fixed the handling of preview date parameter, so that the preview date parameter is
ignored by the live CAE.

[CMS-22001)

Fixed CSRF Documentation Bug

The documented example of backward compatible CSRF tokens contained a bug that
was fixed.

[CMS-21769)

Fixed a Bug Regarding Encoding of Resource URLs

Resource URLS containing non URL characters were encoded twice. This bug has been
fixed.

[CMS-19083]
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CoreMedia Studio Client

Fixed "Create From Template" Folder Initialization
Fixed issue where the base folders in the dialog have been initialized with wrong values
when opened the first time.
[CMS-22076)

Fixed Folder Suggestions for Content Rules
Fixed anissue where folder names have not been accepted by the rule folder suggestion
component.

[CMS-22068)

Workflow Window: Start Workflow Button is Disabled Until Validation is Finished

The start button of the workflow window for publication/translation was enabled when
opening the window. For a large content set it might take some time until the validation
finished. During the validation the button was usable but the usage of the button caused
errors in the case the validation is not successfull. Now the start button is disabled and
will be enabled if the validation has been completed successfully.

[CMS-21887)

Fixed 'minSearchCharacters' of User Manager Search

If setto '0', the user manager now shows all users and groups immediately. This previ-
ously only worked with the workaround setting the value to '-1'.

[CMS-21915)

Fixed Collapse State Handling of Form View and Preview
The collapse state of form view and preview was not restored correctly, this is fixed now.

[CMS-21885)

Fixed Memory Leaks in CMPictureForm and CMImageMapForm.
We fixed memory leaks in CMPictureForm and CMImageMapForm.

[CMS-21802)

Third-Party Update: CKEditor 4 to 4.19.0

CKEditor 4 has been updated from 4.17.1t0 4.19.0. This also includes 4.18.0 which contains
highly recommended security fixes.

[CMS-21781)
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Start Workflow Window: Start button is disabled during starting the workflow

In the window for starting workflows [publication/translation] the start button was in
some cases enabled after the start was triggered. If an author clicked the start button
multiple times problems in the server occurred. Now the start button is always disabled
while the workflow is starting.

[CMS-17961)

CoreMedia Studio Server

Fixed Update of Start Translation Workflow Issues

Fixed a bugin the start translation workflow window, which showed errors for dependent
contentitems, even after all links to the problematic content items have been removed.

[CMS-21671)

Enhanced Studio-Server Support for Markup in Structs

Studio-Server may not have been able to deliver some Markup stored in Structs to Studio-
Client, recorded in Studio-Server Log as org.w3c.dom.DOMException:
HIERARCHY REQUEST ERR.

Studio-Server now can handle such Markup, which may be, for example, a result of im-
porting pretty-printed serverexport data.

Towork around thisissue in previous versions, it is recommended not to use pretty-print
option for serverexport , if these exported data are meant to be imported to CMS
again.

[CMS-21505)

Fixed Drag in LinkLists of Annotated LinkLists

Fixed an issue where drops in linklists that have been used in annotated linklists did not
work.

[CMS-15645)

CoreMedia Headless Server

Headless Server Library Update of Snake YAML

Snake YAML library was updated from org.yaml:snakeyaml:1.29 to
org.yaml:snakeyaml:1.31

[CMS-22082)
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Expose id of CMPlaceholder
Expose the CMPlaceholder property id as placeholderId, since before it
has been shadowed via the content id.
[CMS-21968)

Headless won't Start with Deactivated P13N Extension

Due to a refactored component scan, two xml resources were not discovered anymore
when the P13N extension is deactivated, which in turn caused a failed headless server
start. This bugfix reinserts the missing resources.

[CMS-21843]

CoreMedia Documentation

JavaDoc Updates: Null-Behavior for Struct List Properties in StructBuilder

The StructBuilder does not accept null entries for list properties. While the
behavior did not change, the documentation got updated accordingly to emphasize
this behavior.

[CMS-21725)

Miscellaneous

Fixed Unified API Bug in Working Version References

Fixed a bug in the Unified APl when retrieving references to other content items for the
working version of some content. Before the fix, methods Version#getRefer
ences () ,Version#getReferencesMap () .,and Version#getRefer
ences (CapPropertyDescriptor) couldreturnoutdated data for the special
so-called "working version" [compare Version#isWorkingVersion).

[CMS-21881)
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4.2 Release 2204.2

The release contains:

e Breaking changes: 5
e Changes and improvements: 13
o Bugfixes: 63

Only issues which contain release notes are shown in this document. So, the numbers
in the list above can be higher than the number of issues presented in the subsections.

Breaking Changes

e CMS-21688: Log Level Change for Publication Failure
o CMS-21476: Fixed Incorrect Defer Flag During Theme Import
CMS-21777: Third-Party Update: Spring Boot and Related Dependencies

CMS-21765: Picture Local Setting 'disableCropping' now Supported by Link Building
CMS-21612: Fixed Prometheus Cache Metrics

Changes and Improvements

e CMS-21719: Third-Party Update: Apache Solr

e CMS-21652: Fixed Handling of Broken Internal Links in RichText

e CMS-20733: Deprecation: Bean Generator tool has been deprecated

e CMS-18964: Configured Less Strict Cookie Defaults for Local Development
o CMS-21690: Fixed 'minSearchCharacters' of User Manager Search

o CMS-21721: Third-Party Update: Apache Tika and Transitive Dependencies
e CMS-21774: Base Image Update

e CMS-21766: Headless Server now Sends Content-Disposition Header for Non-viewable
Responses

e CMS-21651: Third-Party Update: graphgl-java to 18.1
e CMS-21390: Third-Party Update : Maven Surefire

Bugfixes

o CMS-21739: Fixed ServerExport of Nested Blobs In Structs
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e CMS-18984: Improved CAE Local Properties for Template Development

o CMS-21884: Re-introduce RichTextPropertyFieldDelegatePlugin

e CMS-21717: Scripts and documentation now make sure that pnpm B.x is used

e CMS-21641: Fixed Upload Settings "maxFileSize"

e CMS-21628: Fixed Library Performance Issue

o CMS-21626: Bad UX: Don't Show "Accepted" in Localization Nagbar is full of quirks
e CMS-21586: hideLabel Does not Always Work in PropertyFieldGroups.

e CMS-21471: RotateStyleClassPlugin Is Now Robust Against Being Destroyed While
Active

e CMS-20621: Feedback Hub Comment Button Misplaced For Two Level Field Group
Hierarchy

e CMS-21790: Content Hub Adapter YouTube Update

e CMS-19627: Fixed a bug that in some cases SASS files could be included multiple
times

e CMS-21800: Image Hash Calculation Leads to Client-Side Caching Problems
e CMS-21669: MediaController now sets Content-Disposition Header

e CMS-21187: Changed Return Type of Authors Field to CMPerson

o CMS-21877: Third-Party Update: Jetty

e CMS-21809: Third-Party Update: org.json:json

e CMS-21624: Third-Party Update: Netty

4.2.1 Breaking Changes

CoreMedia Core

Log Level Change for Publication Failure
Publication failures were logged with level WARN in Content Management Server . This
wrongly indicated an operational issue that would require action by the operational
team, while it actually is a content issue that has to be handled by editorial staff. The
log level has thus been changed to /NFO . Feedback on publication failures in Studio
and in command line tools remains unchanged.

Follow Section “Log Level Change for Publication Failure” [158] for upgrade information.

[CMS-21688]
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CoreMedia Studio Server

Fixed Incorrect Defer Flag During Theme Import
A s d e s ¢ r i b e d in

httpsz/documentation.coremedia.conmvernec-Tartifacts/2201nvebhelp/rontend-envcontent/ThenneConfigReference himl.
you can set the "defer" flag in your theme configuration to defer the execution of a
JavaScript file. Due to a bug all CMJavaScript documents generated by the theme im-
porter that were not meant to be deferred were configured in a way that caused the
following HTML output:

Follow Section “Fixed Incorrect Defer Flag During Theme Import” [159] for upgrade inform-
ation.

[CMS-21476]

CoreMedia Workspace

Third-Party Update: Spring Boot and Related Dependencies

Spring Boot has been updated to version 2.6.8. Related dependencies have been updated
to at least the versions used by Spring Boot. This includes updates to fix reported security
issues in Spring Security and Tomcat (CVE-2022-22976, CVE-2022-22978, CVE-2022-
29885). The new version of Spring Security contains a bug fix for certain configurations
of password hashing [CVE-2022-22376), which may require additional upgrade steps if
you have changed the configuration for password hashing in the Content Server or
Elastic Social .

Follow Section “Third-Party Update: Spring Boot and Related Dependencies” [159] for
upgrade information.

[CMS-21777]

CoreMedia Headless Server

Picture Local Setting 'disableCropping' now Supported by Link Building

Theflag disableCropping inthe local settings of a picture was not respected by
the link building for the GraphQL property uriTemplate . This misbehaviour was
fixed. Also, the delivery will now validate this flag. This means that uri with disabled
cropping won't work when reguest the image with a cropName and width. As a con-
sequence, this bugfix is considered breaking, as the validation may break previously
working delivery image URLs!

COREMEDIR CONTENT CLOUD



https://documentation.coremedia.com/cmcc-11/artifacts/2201/webhelp/frontend-en/content/ThemeConfigReference.html

Release Information | Changes and Improvements

Follow Section “Picture Local Setting 'disableCropping’ now Supported by Link Building
" [160] for upgrade information.

[CMS-21765]

Miscellaneous

Fixed Prometheus Cache Metrics

Spring Boot actuator endpoint /metrics provides several metrics on CoreMedia
components (see Operations Basics Manual , section Basics of Operation | Actuator
Endpoints | Metrics Endpoint ). In addition to that, actuator endpoint /prometheus
publishes this data for scraping by monitoring application Prometheus . However, cache
metrics were incomplete for some CoreMedia components when using this endpoint.
With this fix, the complete set of cache information can now be retrieved from it.

Follow Section “Fixed Prometheus Cache Metrics” [161] for upgrade information.

[CMS-21612]

4.2.2 Changes and Improvements

CoreMedia Core

Third-Party Update: Apache Solr
Apache Solr has been updated to version 8.11.2.

For detailed changes of Apache Solr have a look at https://solr.apache.org/news.html
and https://solr.apache.org/docs/8_11_2/changes/Changes.html .

For CMCC 11, a new coremedia/solr-base Docker image was released with tag 8.11.2,
which is used in the Blueprint in apps/solr/blueprint/solr-im
age/pom.xml .

[CMS-21719]
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CoreMedia Content Application Engine

Fixed Handling of Broken Internal Links in RichText

In case that an internal Link in RichText cannot be built because the LinkFormatter
throws an exception, the live CAE used to discard the whole RichText. Now it just discards
the A-Tag. Preview CAE still displays the exception.

[CMS-21652)

Deprecation: Bean Generator tool has been deprecated
Bean Generator tool is outdated and has been deprecated.

[CMS-20733]

Configured Less Strict Cookie Defaults for Local Development

The 1ocal spring profile for live and preview CAE now configures the following cookie
defaults:

cae.cookie.force-secure=false
cae.cookie.same-site=Lax

[CMS-18964]

CoreMedia Studio Client

Fixed 'minSearchCharacters' of User Manager Search

o Fixed a documentation issue where the field minSearchCharacters had the default
value 0 instead of 3.

o Fixed user manager search behaviour when minSearchCharacters is set to 0 : When
this field has value 0 now, all users or groups are shown by default.

[CMS-21690)

CoreMedia Workspace

Third-Party Update: Apache Tika and Transitive Dependencies
Apache Tika has been updated to version 2.4.1to avoid security vulnerabilities CVE-2022-
30126, CVE-2022-25169, and CVE-2022-33879. As part of this change, the following
transitive dependencies of Apache Tika have been updated to match versions used by
Tika.
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Updated dependencies:

e Apache PDFBox 2.0.26
e Apache Tika 2.4.1

¢ ASM9.3

¢ JHighlight 1.1.0

If you use these libraries in project code, please check their respective release notes
for changes and upgrade information. No changes were necessary in the CoreMedia
Blueprint for these updates.

[CMS-21721)

CoreMedia Deployment

Base Image Update
The base image of all Spring Boot applications has been updated to core
media/java-application-base:2.4.4-corretto-11.

The update includes:

e update to Oracle Corretto 11.0.15
e jmxexporterto 0.17.0
see https://hub.docker.com/r/coremedia/java-application-base for details

[CMS-21774)

CoreMedia Headless Server

Headless Server now Sends Content-Disposition Header for Non-viewable Responses

For security reasons, HeadlessServer now sends a Content-Disposition HTTP header of
type "attachment" with filename="api.json" for all requests to the GraphQL endpoints.

[CMS-21766)

Third-Party Update: graphql-java to 18.1
The library com.graphgl-java:graphgl-java hasbeen updated to version
18.1 .Theupdate contains several deprecations, that may affect custom code. Please
see the original documentation of graphgl-java for details.

[CMS-21651)
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Miscellaneous

Third-Party Update : Maven Surefire
Maven Surefire has been updated to 3.0.0-M7.

[CMS-21330)

4.2.3 Fixed Issues

CoreMedia Core

Fixed ServerExport of Nested Blobs In Structs
Fixedabuginthe cm serverexport command-line tool, that no files were exported
for nested blob properties that are defined inside struct properties.

[CMS-21739)

CoreMedia Content Application Engine

Improved CAE Local Properties for Template Development

The 1ocal spring profile for live and preview CAE now configures the following cookie
defaults:

server.servlet.jsp.init-parameters.development=true
freemarker.template.update.delay.in.seconds=1

[CMS-18984]

CoreMedia Studio Client

Re-introduce RichTextPropertyFieldDelegatePlugin

The RichTextPropertyFieldDelegatePlugin was removed in CMCC 11,
but is now reintroduced. It can now be found in the @coremedia/studio-cli
ent.main.ckeditor4-components package. It can be imported as follows:
import RichTextPropertyFieldDelegatePlugin from
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"@coremedia/studio-client.main.ckeditor4-components/plu
gins/RichTextPropertyFieldDelegatePlugin";

[CMS-21884]

Scripts and documentation now make sure that pnpm 6.x is used

Although suggested by the pnpm client simply upgrading to pnpm 7.x leads to errors in
the frontend workspace as well for the studio-client. If you have already upgraded to
pnpm 7, please downgrade the used version by executing:

npm install -g pnpm@6

[CMS-21717)

Fixed Upload Settings "maxFileSize"
The upload setting maxFileSize can overwrite the existing maximum upload size of 64MB
now. The size is valid for all upload fields.
[CMS-21641)

Fixed Library Performance Issue
Fixed issue of too many NewContentActions which slowed down the library significantly.

[CMS-21628]

Bad UX: Don't Show "Accepted” in Localization Nagbar is full of quirks
The behaviourofthe In Localization Nagbar waschanged: The Nagbardoes
not disappear anymore if the user accepts the mentioned workflow.
[CMS-21626)

hideLabel Does not Always Work in PropertyFieldGroups.

An issue with the hideSingleComponentLabel configurationin Property
FieldGroups hasbeenresolved: The hideLabel config now works for all group
items.

[CMS-21586)

RotateStyleClassPlugin Is Now Robust Against Being Destroyed While Active
Before the change the timer wasn't properly cleaned up which could have led to many
console errors.
[CMS-21471)

Feedback Hub Comment Button Misplaced For Two Level Field Group Hierarchy

Componentslike StringPropertyFieldand RichTextPropertyField
now provide the sideButtonVerticalAdjustment and sideButtonHo
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rizontalAdjustment configoptionstorepositiontheir EditorialComments
Button.

[CMS-20621)

CoreMedia Studio Server

Content Hub Adapter YouTube Update
The bundled plugin Content Hub Adapter Youtube has been updated to version 2.0.3.
For details see the ~change log of the plugin at
https://github.com/CoreMedia/content-hub-adapter-youtube/blob/v2.0.3/CHANGELOG.md
. Thisincludes updates of transitive dependencies used by the plugin, for example library
google-oauth-client was updated to avoid security vulnerability CVE-2021-22573 that
was reported for the previous version.

[CMS-21790)

CoreMedia Frontend Workspace

Fixed a bug that in some cases SASS files could be included multiple times
Abug in the theme tool chain caused that the SCSS files of a brick were included multiple
times in some cases. As the files were loaded in a way that these duplicates might also
have been overriding other styling rules and this will no longer happen after fixing the
bug thisis considered a potentionally breaking change. For that reason the fix is for now
only enabled if the feature flag "enableDuplicateSassimportsFix" is set in the
theme.config.json like this:

{

"enableDuplicateSassImportsFix": true
}

[CMS-18627)

CoreMedia Headless Server

Image Hash Calculation Leads to Client-Side Caching Problems
When the changing a crop (e.g. clipping], the hash of the image did not change and as
a consequence the URL also did not change anymore. This led to the problem that
browser caches did not invalidate their caches. This bugfix fixes the hash calculation.
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[CMS-21800)

MediaController now sets Content-Disposition Header

When downloading binaries via HeadlessServers media endpoint, the HTTP header
Content-Disposition is now set, when using the media endpoints with a file-
name.

Additionally the manual was complemented by the section 'MediaType Content Negoti-
ation', explaining options to configure individually document types to suppress a Spring
Web MVC default behaviour on potentially unsafe content types.

[CMS-21669)

Changed Return Type of Authors Field to CMPerson

Changed the return type of the authors field in CMTeasable to CMPerson. This is not
breaking, since the previous type was CMTeasable, which is the superclass of CMPerson.

[CMS-21187)

Miscellaneous

Third-Party Update: Jetty

Jetty has been updated to version 9.4.48.v20220622 to avoid reported security vulner-
abilities of previous versions.

[CMS-21877)
Third-Party Update: org.json:json

The Java third-party library org.json:json has been updated to version 20220320 to avoid
reported security vulnerabilities of previous versions.

[CMS-21809)

Third-Party Update: Netty

Netty has been updated to version 4.1.77.Final to avoid security vulnerabilities of previous
Versions.

[CMS-21624)
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4.3 Release 2204.1

The release contains:

Breaking changes: 20
Changes and improvements: 77
Bugfixes: 180

Only issues which contain release notes are shown in this document. So, the numbers
in the list above can be higher than the number of issues presented in the subsections.

Breaking Changes

CMS-21491: Class "TransformationService" Cleaned Up

CMS-21481: New Method to Transform Image by "Image Transformation String" Directly
CMS-18001: Unified API: ContentRepository.createContentBuilder(] Available
CMS-21355: Runlevel Health Indicator Signals Wrong State in Runlevel MAINTENANCE
CMS-21279: Changed SitesService Setup in cmd Tools

CMS-22223: Moved thumbnailService and Helper Classes to cap-base-models
CMS-22220: Third-Party Update: rxjs from 6.x to 7.x

CMS-21454: Added Support for Multiple Bookmarks

CMS-21089: Studio Client Unified API: Improved TypeScript Types

CMS-21144: Fixed babel Configuration in studio-client

CMS-19126: Enhancement: Custom Validation for Built-In Workflows

CMS-20445: Third-Party Update: Spring Boot and Related Dependencies

CMS-21441: Refactorings of the Traefik Configuration for the Developer docker-com-
pose Setup

CMS-21079: Fixed Directory Ownership in Container Images
CMS-21432: Deleted Demo Content Site Apparel US
CMS-21256: New Search Adapter with ExtensionPoint
CMS-21076: FilterQueryArg now Part of Plugin Support Library
CMS-21083: Expose SolrQueryBuilders as Beans for Plugins
CMS-21317: MediaController Validates URL Parameters
CMS-19390: Blob Upload Robustness
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Changes and Improvements

CMS-21364: The management-tools Container can now be Configured to Redirect the
Tools Output

CMS-21111: Third-Party Update: Apache Tika and Transitive Dependencies
CMS-21031: Content Server Actuator Endpoint to Suspend Blob Collector
CMS-20166: Content-Feeder Health can be Monitored

CMS-20022: Workflow Metrics

CMS-19255: Automated Workflow Conversion

CMS-17476: New Hints for Contents "In Localization"

CMS-21502: DataviewFactory Metrics are now Exposed via Micrometer

CMS-16537: Added new 'customizations' Actuator Endpoint to serve Spring Bean
Customizations

CMS-16536: Added new 'linkhandlers' Actuator Endpoint to Serve Spring Bean Link
Handlers

CMS-21415: Third-Party Update: Moment.js

CMS-21397: Introduced New Search Nagbar

CMS-21067: Added Member Refresh Button

CMS-20979: Improved Preview Generation Label For Uploaded Files
CMS-20978: Support of Catalog Objects Augmentation Using Multiple Selection

CMS-20636: Translation/Synchronization: Support for Folder-Links in Dependent
Content

CMS-19529: Added Warning For Deleted Comments

CMS-21110: Third-Party Update: MySQL

CMS-21466: Third-Party Update: JSLT lib to Version 0.1.11 (was 0.1.8)
CMS-20710: New Search Suggestions and ExtensionPoint
CMS-21352: Adds pnpm Create Command

CMS-21526: Third-Party Update: AWS SDK

CMS-21281: Maven Dependency Management For Plugins
CMS-20696: Sort Order of Catalog now Persistent in Thumbnail View
CMS-16589: Faceted Search for Headless

CMS-16540: Removed Artifact 'com.coremedia.cms:coremedia-service'.
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Bugfixes

CMS-21627: Third-Party Update : Drew Noakes Metadata Extractor
CMS-21579: Third-Party Update: google-oauth-client

CMS-21404: Info Actuator Endpoint Runs into Jackson Exception if Build Enables git-
commit-id-plugin

CMS-21360: motd and tools-context Function Missing in management-tools Container
CMS-21105: Fixed Bug that Required Exact User Names for Login

CMS-210865: Fixed NullPointerException in Feedablelmpl

CMS-20799: The License Check Now Considers IPs of all Network Interfaces
CMS-20760: Changed User Manager Search

CMS-20596: Documentation on Passwords in Tools dumpusers/restoreusers
CMS-20536: The Garbage Collector is Now Robust Against Long Link Chains in Trash
CMS-20535: Limit Content Server Threads Checking Database Connections
CMS-20175: Fixed Parsing of Workflow Timer Element

CMS-21402: coremedia.preview.js: Added Note About False Positive SAST Report
CMS-21393: Search Query In Download Portal Is Now Escaped

CMS-21346: Fixed Links to Categories with Apostrophes in IDs

CMS-20774: Fixed Cache Capacity Handling and Reporting of DataViewFactory
CMS-19526: Segment Validator Warns of Unfavourable Segment Names
CMS-21582: TypeScript Handbook Is Now Properly Provided

CMS-21513: Jangaroo npm Updated to Version 1.1.3

CMS-21452: Fixed JavaScript in Taxonomy Manager

CMS-21448: Fixed Referrer List Panel

CMS-21438: Augmentation Folder Issue Fixed

CMS-21399: raphael.js: Added Note About False Positive SAST Report

CMS-21351: Fixed Layout of Additional Workflow Fields

CMS-21255: Bug Fixed where Certain Domains Caused Error in Studio Login Screen
CMS-21237: JavaScript Source-Maps for Some ExtJS Classes are no Longer Broken
CMS-21167: Changed Editor Preferences for "Site Chooser"

CMS-20723: State of MergeStrategyChooser is persisted in Studio

CMS-19997: Fixed Tooltips For Pagegrid Layout Preview

CMS-18177: Fixed Firefox Lazy Loading Problem
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o CMS-21359: HideService Ignores ActionColumn

e CMS-21282: Third-Party Update: Liquibase

e CMS-21238: Fixed Disposing of Uploaded Temp Files

e CMS-19960: Changed Upload Dialog Behaviour

o CMS-19446: Fixed Possible "Undefined" Error in Notifications Menu
o CMS-19192: Fixed Library Selection

¢ CMS-19142: Change "contentType" Property on BlobPropertyField
o CMS-17814: Fixed Persona Checkout Issue

e CMS-17566: Studio-Apps Can Now Be Installed As App

e CMS-21645: Third-Party Update: Spring Framework and ASM

e CMS-21340: Fixed Security Issues

e CMS-21175: Preserve Order in Maps Returned by Headless Server

e CMS-21071: Handling DataFetcherResult in DataFetchers

e CMS-21553: Third-Party Update: ESAPI

e CMS-21453: Fix Catalog Repository Toolbar icon

e CMS-21319: Third-Party Update: Jackson

e CMS-21153: Third-Party Updates: gRPC-Java 1.44.1 and Netty 4.1.74.Final

e CMS-21150: Icon Fonts Should now Always be Up-to-date after Upgrading the Studio
Client

e CMS-21148: Third-Party Update: commons-dbcp2

e CMS-21140: Third-Party Update: PostgreSQL JDBC Driver
e CMS-20627: Third-Party Update: Imagel0 3.8.2

e CMS-19910: Fixed Loading of Image Variants

4.3.1 Breaking Changes

CoreMedia Core

Class "TransformationService" Cleaned Up
Class TransformationService has been refactored to delegate image transformations
to a new method in TransformimageService. As a consequence, obsoleted references
to BlobTransformer and NamedTransformBeanBlobTransformer have been removed.
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TransformationService's constructor as well as the corresponding Spring bean configur-
ation in TransformationServiceConfiguration have been adjusted accordingly.

[CMS-21491)

New Method to Transform Image by "Image Transformation String" Directly
Anewmethod transformWithDimensions (Content content, String
property, String operations) :Optional<Blob> was added toin-
terface TransformimageService and its implementing class. With this new method, an
image transformation can be requested via an Image Transformation String directly (see
hitps/docurmentationcorenneda.comyomec-Tiartiacts 2201inebhelp/cae-developer-en/oontentimegeTransformationAPhiml
).

Follow Section “New Method to Transform Image by "Image Transformation String" Dir-
ectly” [163] for upgrade information.

[CMS-21481)

Unified API: ContentRepository.createContentBuilder(] Available
A new way of creating contents within the Unified API is available:

Follow Section “Unified API: ContentRepository.createContentBuilder() Available” [164]
for upgrade information.

(CMS-18001]

Runlevel Health Indicator Signals Wrong State in Runlevel MAINTENANCE

When the Content Server is switched to runlevel MAINTENANCE either during startup or
manually, the health/runlevel endpoint signals the server is UP. This makes it
impossible to use the indicator for a readiness probe in Kubernetes, because the pod
will be added to the services endpoint too early and UAPI clients that listen on a services
availability would fail during the creation of the repository connection.

Follow Section “Runlevel Health Indicator Signals Wrong State in Runlevel MAINTEN-
ANCE" [165] for upgrade information.

[CMS-21355]

Changed SitesService Setup in cmd Tools
The sitesService beanisinjected from commandline-tools-context.xml now in-
stead of being registered programmatically. Now obsolete methods re
gisterSitesService and hasSingletonBeanOfType in com.core
media.cmdline.SpringHelper have beenremoved.

(CMS-21279]
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CoreMedia Studio Client

Moved thumbnailService and Helper Classes to cap-base-models

This note covers changes to private API. Although private APl is not subject to release
notes and it can be changed without further notice we detected that this APl was leaked
in the blueprint so the code might have been copied or customized that is why we de-
clared this change as possibly breaking.

Follow Section “Moved thumbnailService and Helper Classes to cap-base-models” [166]
for upgrade information.

[CMS-22223)

Third-Party Update: rxjs from 6.x to 7.x
We now use the latest major version of rxjs in the studio-client workspace. In case you
made any use of it in one of your packages make sure to upgrade rxjs as well. The
changes can be seen here: https://rxjs.dev/deprecations/breaking-changes

[CMS-22220]

Added Support for Multiple Bookmarks

Inside the library, multiple content items can be bookmarked now. Additional properties
have been added to _Editor_properties.ts_ for this:

[CMS-21454)

Studio Client Unified API: Improved TypeScript Types

The part of Studio Client API that corresponds to CMCC's Unified APl in Java [content,
workflow, users] has been overhauled to provide more precise TypeScript types. Studio
Client TypeScript code has been migrated from ActionScript, where it was not possible
to describe callback function signatures and certain complex types (unions, intersections,
generic types / type parameters]. With TypeScript, now it is. To provide an improved
formal description of the API, all vague types like AnyFunction or any have been
replaced by more specific types, mostly already given in the textual documentation.
This affects the packages @coremedia/studio-client.client-core
and @coremedia/studio-client.cap-rest-client .Formally,changing
the API to be more specific is a breaking change. But the required callback signatures,
array element types and union types have already been documented as text, so if your
code adheres these constraints, it is not going to break. Otherwise, only the TypeScript
types of your code might have to be adapted, or the new, more precise types may even
find hidden bugs in client code that need to be fixed.

[CMS-21089)
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Fixed babel Configuration in studio-client

We fixed our internal babel configuration for the studio-client so code is no longer
transpiled using the so called "loose" mode. This will cause that the resulting JavaScript
code is now more precise regarding ES6 standards than before.

Follow Section “Fixed babel Configuration in studio-client” [168] for upgrade information.

[CMS-21144)

CoreMedia Studio Server

Enhancement: Custom Validation for Built-In Workflows

Custom start validators for built-in workflows (translation, synchronization, simple
publication, and two-step publication] can now be configured via properties.

Follow Section “Enhancement: Custom Validation for Built-In Workflows™ [169] for upgrade
information.

[CMS-19126]

CoreMedia Workspace

Third-Party Update: Spring Boot and Related Dependencies

In order to benefit from the improvements of the latest version of Spring Boot and the
Spring framework and to prepare for making use of the new features various 3rd party
libraries have been updated.

Follow Section “Third-Party Update: Spring Boot and Related Dependencies” [170] for
upgrade information.

[CMS-20445]

CoreMedia Deployment

Refactorings of the Traefik Configuration for the Developer docker-compose Setup
The Traefik configuration for the docker-compose developer setup has beenrefactored.

Follow Section “Refactorings of the Traefik Configuration for the Developer docker-
compose Setup” [171] for upgrade information.

[CMS-21441]
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Fixed Directory Ownership in Container Images
The ownership of the /coremedia directory was root but should be coremedia.

[CMS-21079]

CoreMedia Connector for SAP Commerce Cloud

Deleted Demo Content Site Apparel US

Demo content for site Apparel US was deleted because SAP Commerce does not provide
a US site by default. The Apparel UK and Apparel DE still remain in demo content as ex-
ample sites for the SAP Commerce integration.

[CMS-21432]

CoreMedia Headless Server

New Search Adapter with ExtensionPoint

The former SearchServiceAdapter and corresponding classes were replaced
by the new SearchAdapter , featuring a SPI architecture and offering Search
ServiceProvider asan ExtensionPoint . The default implementation in
DefaultSearchServiceProvider implements the same behaviour as the
former SearchServiceAdapter.

Follow Section “New Search Adapter with ExtensionPoint” [173] for upgrade information.
(CMS-21256]

FilterQueryArg now Part of Plugin Support Library

In order to enable customizations of the search via plugin extension points, it was ne-
cessary to move input type mode FilterQueryArg to plugin support. As a con-
sequence the package has changed. Otherwise this change in nonbreaking.

(CMS-21076]

Expose SolrQueryBuilders as Beans for Plugins
In order to enable customizations of the search via plugin extension points, it was ne-
cessary to expose the so called SolrQueryBuilders as beans for plugins. As a
consequence, SolrQueryBuilder had to be refactored to prevent circular bean
dependencies with other search related extension points.

Follow Section “Expose SolrQueryBuilders as Beans for Plugins” [174] for upgrade inform-
ation.

[CMS-21063]
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MediaController Validates URL Parameters

The MediaController now validates the URL parameters 'id', 'propertyName’,
'hash’, 'cropName', 'width' and 'filename'. The missing validation was added for security
reasons to prevent DOS attacks.

Follow Section “MediaController Validates URL Parameters” [174] for upgrade information.

[CMS-21317)

Miscellaneous

Blob Upload Robustness
Sometimes, CMCC client threads got stuck due to broken BLOB upload HTTP connections.

Follow Section “Blob Upload Robustness” [174] for upgrade information.

(CMS-19390]

4.3.2 Changes and Improvements

CoreMedia Core

The management-tools Container can now be Configured to Redirect the Tools Output

The management-tools container can now be configured to redirect the tools output
either to a logfile per tool or to stdout. This can be configured using the OUTPUT RE
DIRECT environment variable set to:

console [(defaultl log - output will be written to /core
media/tools/var/log/<TOOL>.out null - output will be suppressed
[CMS-21364]

Third-Party Update: Apache Tika and Transitive Dependencies

Apache Tika has been updated to version 2.3.0. As part of this change, the following
transitive dependencies of Apache Tika have been updated to match versions used by
Tika. This includes an update of Apache POI to fix security issue CVE-2022-2633.

Updated dependencies:

e Apache Commons 10 2.11.0
e Apache Log4J APl and SLF4J Adapter 2.17.2
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e Apache PDFBox 2.0.25

e Apache P0I5.2.2

e Apache Tika 2.3.0

e Apache XMLBeans 5.0.3

e BouncyCastle 1.70

e Curves API1.07

¢ Glassfish JAXB 2.3.6

e Rome 1.18.0

e SLF4J1.7.36

If you use these libraries in project code, please check their respective release notes

for changes and upgrade information. No changes were necessary in the CoreMedia
Blueprint for these updates.

[CMS-21111)

Content Server Actuator Endpoint to Suspend Blob Collector

The Content Server has a new Spring Boot actuator endpoint "blobcollector" that can
be used to suspend (and resume] deletion of unused blobs at runtime.

Suspending blob deletion is a required step when making backups of non-transactional
blobs stores like a file blob store. Previously, this required a change to configuration
property sgl.store.collector. suspend and a server restart. With the new
actuator endpoint, no restart is required anymore. See section "Basics of Operation |
Actuator Endpoints | Content Server Blob Collector Endpoint" in the Operations Basics
Manual for details.

[CMS-21031)

Content-Feeder Health can be Monitored

The content-feederis now added as an endpoint for health-check and can be monitored.
It returns the state of the feeder.

[CMS-20166)

Workflow Metrics

Metrics for the number of open workflows are now available at the Spring Boot Actuator
Metrics Endpoint. For details, see the Operations Basics Manual, section "Basics of Op-
eration | Actuator Endpoints | Metrics Endpoint | Workflow Server Metrics".

[CMS-20022)
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Automated Workflow Conversion

As an alternative to the workflowconverter tool (s. see section "Workflowconverter" in
Workflow Manual], the conversion can now be done automatically by the workflow
server. You can activate the automatic conversion by setting the application property
workflow.server.enable-workflow-converter to true.

[CMS-19255)

New Hints for Contents "In Localization"
The Studio Ul has been extended by hints in document forms [nagbars] when contents
are part of an active localization process.

Similar to "Locked by Workflow" for publication processes, editors will get a hint "In
Localization".

Possibly implications, i.e., what editors facing this hint should be aware of, is described
in Multi-Site Manual "Multi-Site Challenges" in section "Concurrent Editing Feature".

[CMS-17476)

CoreMedia Content Application Engine

DataviewFactory Metrics are now Exposed via Micrometer

DataviewFactory Metrics are exposed via DataViewFactory MBean some of which are
provided as maps. When using the Prometheus jmx exporter the maps are not
exported to Prometheus. Thus, only accumulated metrics are available instead of the
metrics per dataview class.

The dataview factory metrics are now exposed via Micrometer allowing Prometheus to
receive the metrics per dataview class.

[CMS-21502)

Added new 'customizations' Actuator Endpoint to serve Spring Bean Customizations

Spring bean customizations are printed to the log upon application startup. There's now
anew 'customizations' actuator endpoint serving the customizations report.

[CMS-16537)

Added new 'linkhandlers' Actuator Endpoint to Serve Spring Bean Link Handlers

Spring bean link handlers were printed to the log upon CAE startup. The logging on facility
com.coremedia.application.routing wasremoved. There'snowanac-
tuator endpoint called 'linkhandlers' serving the resolved link handlers and link post
processors.

[CMS-16538]
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CoreMedia Studio Client

Third-Party Update: Moment.js
Updated Moment.js version to 2.29.2 to fix reported security issue GHSA-8hfj-j24r-96c4

[CMS-21415)

Introduced New Search Nagbar

When no search results have been found in the Studio library, the search will be executed
again on the root folder and a nagbar is shown that the search results for this fallback
are shown. This nagbar replaces the former "Retry Search in All Content” link, shown in
the result list panel.

[CMS-21397)

Added Member Refresh Button

The user manager contains additional toolbar button to refresh members. These refresh
button invalidate the selection from the UAPI cache, allowing to detect changes from
the connected user provider.

[CMS-21067)

Improved Preview Generation Label For Uploaded Files

When files are dropped on the bulk upload dialog, a message is shown that a preview
is generated. The message text has changed to emphasize that preview thumbnails
are only generated for images.

[CMS-20879)

Support of Catalog Objects Augmentation Using Multiple Selection

The Studio allows now to augment a group a catalog objects of the same type( Category
or Product ) via multiple selection. The augmentation functionality will be active in the
context menu and toolbar.

¢ Single catalog element are augmented with the same behavior as before.
e Multiple catalog elements are augmented by running the operation as CoreMedia
Studio Job instead and the created contents are not automatically opened as a tab.

[CMS-20878)

Translation/Synchronization: Support for Folder-Links in Dependent Content

Prior to this fix, documents linking to folders [sometimes used in Settings-documents,
for examplel, could not translated/synchronized from within CoreMedia Studio. A false-
positive warning on missing document properties was raised.
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With this fix, folders are supported in translation and synchronization workflows as de-
pendent content only . Thus, you may safely translate/synchronize contents linking to
folders.

Note, that these folders will not be listed within the workflow's detail view, as folders
are considered implicitly created during a translation/synchronization workflow within
that view.

[CMS-20636]

CoreMedia Studio Server

Added Warning For Deleted Comments

When a notification is clicked that points to a comment that has been deleted, a warning
message is shown now, that this comment is not available anymore.

[CMS-18529)

CoreMedia Deployment

Third-Party Update: MySQL
MySQL was updated to version 8.0.28 in global/deployment/dock
er/mysqgl/Dockerfile.

[CMS-21110)

CoreMedia Headless Server

Third-Party Update: JSLT lib to Version 0.1.11 (was 0.1.8)

This is a drop in replacement maintenance update, containing non breaking bugfixes
and new features only. For details please see original release notes at
https://github.com/schibsted/jslt/releases

[CMS-21466)

New Search Suggestions and ExtensionPoint
The Headless server now offers suggestions for search expressions. Suggestions are
retrieved via the new SuggestionsAdapter , where the business logic is imple-
mented and replaceable by anSPIviathe plugin ExtensionPoint Suggestion
SearchServiceProvider.

Please see the headless manual for details.
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[CMS-20710)

CoreMedia Documentation

Adds pnpm Create Command
Adds command for call of CoreMedia pnpm Starter Kit to manual.

[CMS-21352)

Miscellaneous

Third-Party Update: AWS SDK

In order to benefit from fixes for known bugs and security issues, the Amazon AWS SDK
has been updated to version 2.17.169. There are no known issues or incompatibilities
concerning CMCC.

[CMS-21526]

Maven Dependency Management For Plugins

The versions of Java third-party libraries Micrometer, Jakarta Validation API, and Hibernate
Validatorare now managedinthe common-thirdparty-for-plugins-bom
Maven artifact. Application plugins do not need to manage versions of these libraries
themselves anymore, if they use these libraries with scope "provided" and import the
above BOM Maven artifact.

[CMS-21281)

Sort Order of Catalog now Persistent in Thumbnail View

When the commerce catalog in the library is sorted by any of the columns in the list
view, switching to the thumbnail view preserves the applied order.

[CMS-20696)

Faceted Search for Headless

HeadlessServer now comes with a new GraphQL query for a faceted search. See the
headless manual for details.

[CMS-16589)

Removed Artifact 'com.coremedia.cms:coremedia-service'.
Removed the internal artifact 'com.coremedia.cms:coremedia-service'.

Versions of servlet container and java dependencies are now listed by the 'info' actuator
if one of the 'dev' or 'local' spring profiles is active.
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[CMS-16540]

4.3.3 Fixed Issues

CoreMedia Core

Third-Party Update : Drew Noakes Metadata Extractor

Third-party library com.drewnoakes:metadata-extractor has been updated to version
2.18.0 to avoid security vulnerabilities of the previous version.

[CMS-21627)

Third-Party Update: google-oauth-client

The third-party library com.google.oauth-client:google-oauth-client has been updated
to 1.33.3 to avoid security vulnerability CVE-2021-22573.

[CMS-21579)

Info Actuator Endpoint Runs into Jackson Exception if Build Enables
git-commit-id-plugin
If a build included the Git Commit ID (via enabling the git-commit-id-plugin], the actuator

endpoint info ran into an exception for Studio Server and CAE . This has been fixed. The
Git Commit ID will now be returned again properly.

[CMS-21404)

motd and tools-context Function Missing in management-tools Container
Due to the switch from opendDK to Amazon Corretto as a base image, there is also a
switch from Debian to a CentOS base image and therefore the locations of these con-
venience scripts changed. This change fixes the behaviour when running with the Amazon
Corretto base image.

[CMS-21360)

Fixed Bug that Required Exact User Names for Login
Fixed the bug that users from a specially customized user provider could not log in with
a different identifier than the user name. For releases before 2007.1, custom user pro-
viders could return users for other login identifiers, but more recent releases prevented
this. The possibility has been restored now, so that these custom user providers continue
to work.

[CMS-21105)
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Fixed NullPointerException in Feedablelmpl

When the type of a collection set as feedable element cannot be determined, the type
now correctly defaults to String.

[CMS-21065)

The License Check Now Considers IPs of all Network Interfaces

For IP based licenses all network interfaces are considered now and the check passes
if there is at least one IP that can be successfully validated against the IP range con-
figured in the license.

[CMS-20799)

Changed User Manager Search

The user manager does not load all users or group on initialization anymore. Instead an
empty state panel is shown and a load is only triggered when more than n characters
are inputted into the search field. The amount of characters can be configured via the
Spring property studio.usermanager.minSearchCharacters and defaults to '3".

[CMS-20760)

Documentation on Passwords in Tools dumpusers/restoreusers

Documentation of tools dumpusers/restoreusers has been extended to give additional
information on handling of passwords.

[CMS-20596)

The Garbage Collector is Now Robust Against Long Link Chains in Trash
The Garbage Collector is now robust against long link chains in trash.

[CMS-20536]

Limit Content Server Threads Checking Database Connections

Fixed the bug that the number of threads used by the Content Server for checking
database connections wasn't limited. This could have led to instabilities in cases, where
many calls to the database are blocked due to some problems with the database. By
default, the number of such threads is now limited to twice the maximum number of
database connections. The limit can be changed with configuration property
sgl.pool.check-connection-max-threads asdescribedinthe Deploy-
ment Manual in section "CoreMedia Properties Overview | Content Server Properties |
Properties for the Connection to the Database".

[CMS-20535)

Fixed Parsing of Workflow Timer Element

Timer elements in workflow definitions with relative values but without explicitly setting
the property relative are now recognized correctly as 'relative' even for values >
999.
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[CMS-20175]

CoreMedia Content Application Engine

coremedia.preview.js: Added Note About False Positive SAST Report
coremedia.preview.js might be reported by SAST tools like checkmarx. This is a false
positive, the code injection is a central part of the preview integration and can only be
performed by postMessage calls of authorized origins [see
hitps//documentation.coremedia.comvernec-TVartifacts/2201ivebhelp/studio-developer-en/content/SecurityCSPhtml
.

[CMS-21402)

Search Query In Download Portal Is Now Escaped

Before the change the search query could contain HTML which was added to the search
result without being escaped .

[CMS-21393)

Fixed Links to Categories with Apostrophes in IDs
When rendering a Teaser in a fragment that has pointed to a category in Salesforce with
an apostrophe in the ID the Velocity interpreter in Salesforce was crashing during the
link building. That was affecting the whole page. Such apostrophes in link parameters
will be "escaped".

[CMS-21346]

Fixed Cache Capacity Handling and Reporting of DataViewFactory

The DataViewFactory did not respect the configured cache capacities and fell back to
the capacity of "java.lang.Object" for cache capacities whose keys did not represent
the names of classes extending com.coremedia.objectserv
er.dataviews.AssumesIdentity or com.coremedia.objectserv
er.dataviews.DataView . This is the case for com.coremedia.blue
print.common.contentbeans.Page, forexample. The DataViewFactory no
longer maintains its own mapping of cache capacities but uses the capacities which
are configured at the Cache bean. The DataViewFactory records the used cache classes
and reports the corresponding cache capacities via JMX using the CacheSizes at-
tribute or the getCacheSizes operation.

The cache size definitions from dataviews XML files have lower precedence than those
defined at the cache. So if your project contains a cachesize entry for class X with
value Y and your application config contains an entry cache.capacities.X=%
then the cache capacity is Z .

[CMS-20774)
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Segment Validator Warns of Unfavourable Segment Names

Itis not recommended to use a segment name in pages ending with a number preceded
by a minus sign. The default request mapping can get confused by interpreting the
number as content ID. In some rare cases that can lead to CAE handler error and such
apage is not accessible. The ChannelSegmentValidator warns about such unfavourable
segment names.

[CMS-18526)

CoreMedia Studio Client

TypeScript Handbook Is Now Properly Provided

The link in the README of the studio-client pointed to a dead end. This has been fixed
now.

[CMS-21582)

Jangaroo npm Updated to Version 1.1.3

This fixes an issue when declaring a bindable Ext Config in TypeScript with a # -private
field name with the same name as the public property and adding custom logic to the
set accessor, like in this example:

interface MyComponentConfig extends ...,

Pick<MyComponent, ... | "myConfig"> {
}
class MyComponent ... {

#myConfig: number = 42;

get myConfig(): number {

return this.#myConfig;

}

set myConfig(value: number) {
this.#myConfig = value;
// any custom code, otherwise the accessor will be suppressed:
console.log("gotcha!");

}

}

The private field used to be rewritten to a public field with the same name, so that the
line

this.#myConfig = value;

resulted in an infinite recursion at run-time.

Now, the private field is rewritten to use an _ prefix like Ext does for Configs, so in the
example, myConfig wouldbe used. Asaworkaround, youcanuse # myConfig
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directly in the TypeScript source code, but after the fix, the # -private field name without
underscore should be best practice.

Furthermore, Jangaroo npm 1.1.3 updates the Jest version from 26 to 28 and it is now
possible to customize the jest.config. js as the jangaroo build will no longer
regenerate it.

[CMS-21513)

Fixed JavaScript in Taxonomy Manager
Fixed a JavaScript error that was triggered through a right-click in the taxonomy manager.

[CMS-21452)

Fixed Referrer List Panel
The bindTo expression for the referrer list panel allows null values now too.

[CMS-21448]

Augmentation Folder Issue Fixed

The display name of a categories (and its parent categories] is used as storage path
below the Augmentations folder. If such a category name contained a space at the end
the augmentation functionality was broken (nothing happened, the error was only visible
in the browser console]. These illegal characters are now removed from the storage
path.

[CMS-21438]

raphael.js: Added Note About False Positive SAST Report
o First of all: the code is not reached by any of our usages

e Evenifthe part were reached the assignment to innerHTML actually is escaped [some
tools do seem to detect it properly]

e The remaining two usages are assignments to actual properties of a DOM element
which may not need to be escaped at all

[CMS-21399)

Fixed Layout of Additional Workflow Fields

The fields added as an additional workflow fields are now using the available width
automatically - no additional configuration required.

[CMS-21351)

Bug Fixed where Certain Domains Caused Error in Studio Login Screen

We fixed a bug where domain names with certain characterinit (e.g. '.' or '/') caused an
error in the Studio loading screen.

[CMS-21255)
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JavaScript Source-Maps for Some ExtJS Classes are no Longer Broken

A recent third-party dependency upgrade did break the source-maps for some of the
ExtJS classes. This has been fixed now.

[CMS-21237)

Changed Editor Preferences for "Site Chooser"

The settings property "Site Chooser" has been renamed to "Site Selector”. Itisn't possible
to hide the locale string inside the menu's dropdown button anymore. Also, the "Show
Site Name" setting has been replaced with "Show Site Selector" which enables the user
to hide the site selector completely. The default is false for this setting.

[CMS-21167)

State of MergeStrategyChooser is persisted in Studio
The MergeStrategyChooser has a state handling now.

[CMS-20723)

Fixed Tooltips For Pagegrid Layout Preview

The tooltips for the iconized page grid preview has been rendered with null values. The
tooltips are now renderering the placement names in this preview properly.

[CMS-19997)

Fixed Firefox Lazy Loading Problem

Fixed an issue where the lazy loading of a hug amount of content items sometimes did
not work for Firefox.

[CMS-18177)

CoreMedia Studio Server

HideService Ignores ActionColumn

The HideService ignores the ActionColumn as the component offers items only as Array
instead of ItemCollection. Now the use of ActionColumn doesn't interfere with HideService.

[CMS-21359)

Third-Party Update: Liquibase

Liquibase has been updated to version 4.8.0 to avoid security vulnerability CVE-2022-
0838.

[CMS-21282)
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Fixed Disposing of Uploaded Temp Files

When a blob is uploaded to Studio, it is converted to a temporary file, backing a temporary
Blob object. This object/files is properly disposed/deleted now.

[CMS-21238]

Changed Upload Dialog Behaviour

The upload dialog is not modal anymore. This way, it is possible now to drop a target
folder to the dialog from the docked library too.

[CMS-19960)

Fixed Possible "Undefined" Error in Notifications Menu
Fixed an issue where a possible undefined error lead to warnings in the console log.

[CMS-18446)

Fixed Library Selection
Fixed issue where items opened in the library are sometimes not selected.

[CMS-18192)

Change "contentType" Property on BlobPropertyField

According to the documentation, the field contentType for the BlobPropertyField allows
to filter uploaded files for it's mime type. This field was only used the localization of the
button label and the help text.

A new field mimetypes has been introduced which configures the valid mime types for
the blob field in CSV format. The list of values may only contain primary mime types,
such as "image" or "application".

[CMS-18142)

Fixed Persona Checkout Issue

Fixed an issue where personas are automatically checked out once they are opened in
atab.

[CMS-17814)

Studio-Apps Can Now Be Installed As App

When using the "install this site as an app" feature of Chrome-Based browsers caused
the studio to not properly load. This has been fixed now.

[CMS-17566)
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CoreMedia Workspace

Third-Party Update: Spring Framework and ASM

The Spring Framework has been updated to version 5.3.20 to avoid security vulnerabilities
CVE-2022-22970 and CVE-2022-22971. ASM has been updated to version 9.3 to match
the version used by Spring.

[CMS-21645)

CoreMedia Headless Server

Fixed Security Issues
Fixed Security Issues in JsonPreviewController.

[CMS-21340]

Preserve Order in Maps Returned by Headless Server

Previously the order of maps from structs were not preserved in the Headless Server.
This was due to a bug in the implementation of the {{MapToNestedMapsConverter }}
which is now fixed. This affects all the maps retrieved from structs and the results of
the MapOf* scalar types.

[CMS-21175)

Handling DataFetcherResult in DataFetchers

When the argument data of a DataFetcher [environment#getSourcel)) is wrapped in a
DataFetcherResult, some DataFetchers did not resolve the value properly. This affected
the FilteringDataFetcher, ConvertingDataFetcher and CapStructPropertyDataFetcher.
The filter predicates InProductionFilterPredicate and ValidityDateFilterPredicate were
not applied then, which led to unexpected visibility issues. This is fixed now.

[CMS-21071)

Miscellaneous

Third-Party Update: ESAPI

The third-party library org.owasp.esapi:esapi has been updated to version
2.4.0.0 to avoid security vulnerabilities reported for previous versions.

[CMS-21558]
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Fix Catalog Repository Toolbar icon
Create product teaser icon on the catalog repository toolbar is displayed correctly

[CMS-21453]

Third-Party Update: Jackson

Jackson has been updated to version 2.13.2 and Jackson Databind has been updated
t0 2.13.2.1to0 avoid security vulnerability CVE-2020-36518.

[CMS-21319)

Third-Party Updates: gRPC-Java 1.44.1 and Netty 4.1.74.Final
In order to benefit from fixes for known bugs and security issues, the gRPC-Java and

Netty libraries have been updated to their latest versions:
e io.grpc:*:1.44.1
e io.netty:*:4.1.74.Final

[CMS-21153)

Icon Fonts Should now Always be Up-to-date after Upgrading the Studio Client
We added a timestamp to the URL the icon font is loaded from so new versions will always
be updated after upgrading the Studio Client.
[CMS-21150)

Third-Party Update: commons-dbcp2
Apache commons-dbcp2 has been updated to version 2.9.0 to avoid a security issue
of the previous version.

[CMS-21148)

Third-Party Update: PostgreSQL JDBC Driver
The PostgreSQL JDBC driver has be updated to version 42.3.3 to avoid security issues of
the previous version [CVE-2022-21724, GHSA-673j-gm5f-xpv8).
(CMS-21140)

Third-Party Update: Imagel0 3.8.2
In order to benefit from the latest security improvements the third-party library ImagelO
was updated to version 3.8.2

[CMS-20627)

Fixed Loading of Image Variants
Fixed an issue where image variants taken from the file mediatransform.xml
have been appended to the list of content variants. These entries are not simply concat-
enated anymore, but variants taken from the XML file will be overwritten by contentimage
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variants if they have the same name. By default, the image editor will sort the variants
by name. If the default sort order [by name/ascending) should be changed, this can be
done by using the utility class ImageVariantsSorter.ts .It can be changed
to descending by applying

ImageVariantsSorter.VARIANTS DEFAULT_SORT_ORDER =
ImageVariantsSorter.SORT_TYPE.SORT BY NAME DESC;

or by initializing the variable ImageVariantsSorter.VARIANTS DE
FAULT SORT_ORDER BY NAME with a string array, which contains the name of
the variants. If variant entries are missing in this list, they will be appended to result,
sorted alphabetically.

[CMS-18910)

COREMEDIR CONTENT CLOUD




Release Information | Release 2201.1

4.4 Release 2201.1

The release contains:

Breaking changes: 20
Changes and improvements: 70
Bugfixes: 197

Only issues which contain release notes are shown in this document. So, the numbers
in the list above can be higher than the number of issues presented in the subsections.

Breaking Changes

CMS-20366: Reduced Overhead for Background Task CleaninTranslation
CMS-16439: Fixing Possibly False-Negative In-Translation State

CMS-20410: New method TransformIimageService#getTransformationString
CMS-20501: The preview CAE now runs with standalone mode disabled
CMS-20471: Static Files of External Preview moved to /static folder
CMS-20431: Freemarker function bp.truncateText always returns un-encoded text
CMS-20963: ToastManager has been changed to toastService

CMS-20732: New Rule REST API

CMS-20652: Strict Signature of Content Initializers

CMS-20580: Third-Party Update: CKEditor 4 to 4.17.1

CMS-18728: Studio Client Resource Bundle Changes

CMS-20989: Master Version Texsts Improved

CMS-20775: Use new Maven Plugin to Handle CoreMedia Plugins

CMS-20575: SFMC Extensions Extracted from Blueprint

CMS-19581: Link Building for Augmented Pages (commerce-led)

CMS-20620: Refactored Scalar FilterQueryArg to input type CustomFilterQuery
CMS-19110: Added CacheControl support to Headless Server

CMS-20448: Removed Usage of PowerMock Java Test Library

CMS-20367: New ExtensionPoint CustomFilterQuery

CMS-20962: Third-Party Update: mysgl-connector-java
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Changes and Improvements

CMS-20425: Third-Party Update: Apache Solr

CMS-20376: JMX metrics for state of folder index

CMS-19587: Link Parameters are passed into Commerce-Led Link Generation
CMS-21054: Plugins for studio-client can now be Downloaded Behind a Proxy
CMS-20683: LibraryTree declares drop events

CMS-20619: Deprecation: OpenCalais

CMS-20229: Added Form Locale Switcher

CMS-19547: Added "Properties" Dialog for Folders

CMS-17536: Unified Uploads

CMS-20546: Preloading of child categories in Studio is configurable
CMS-20434: Third-Party Update: Checker Framework

CMS-21075: Update to coremedia/java-application-base

CMS-20991: The java-application-base image has been updated

CMS-21016: Updated commerce adapters to latest versions

CMS-20711: Add plugin extension point to add Spring Converters to the headless
server

CMS-20327: Automatic conversion of input types to Java objects for adapters
CMS-19709: Support for viewtype specific queries

CMS-20982: Documentation for preloadChildCategories

CMS-20645: Third-Party Update: log4j-to-slf4j

CMS-19391: Enhancement in logging for UAPI

CMS-19053: Cache Metrics for Spring Boot Actuator Metrics Endpoint

Bugfixes

CMS-20984: Directory permissions and ownership corrected for management-tools
image

CMS-20899: Enhanced Robustness in Translation Workflows (Pre-Processing Stage)
CMS-20768: cm cleanversions: Respect Versions Being in Translation

CMS-20680: Start Translation Workflow Validation: May Report "No content to trans-
late."

CMS-20615: Third-Party Update : Netty
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e CMS-20574: Improve Robustness and Error Messages for Translation Workflow Rollback
e CMS-20302: Updated documentation of extensions and their dependencies

e CMS-20137: Third-Party Update: NGINX

e CMS-19628: Third-Party Update: JDOM2

e CMS-19354: Fixed Content Feeder for slow content queries

e CMS-17243: "Force" Option for workflowconverter

e CMS-20776: Multi Catalog Preview

e CMS-20663: Fixed support for IE expressions in legacy template Page._additional-
Head.ftl

e CMS-20610: Updated blueprint to support projects with only corporate-cae as exten-
sion

o CMS-20447: Fixed resolution of local message resources in developer mode
e CMS-19648: Fixed logging of CustomizeAnnotationBeanPostProcessor

e CMS-19458: Solved a Bug Preventing CAE Background Tasks to Access Contents
Filtered by Validity Dates

e CMS-19259: Prevent Errors when Formatting Links from Download File Names
e CMS-18963: Fixed Context Path of External Preview

e CMS-20730: BindReadOnlyPlugin and AbstractBindEditablePlugin are no longer de-
precated

o CMS-20647: Fixed: Richtext Differencing in Studio May Provide Invalid Results
e CMS-20611: WorkflowTransition#defaultNextTask is deprecated

e CMS-20517: Image Editor: Broken crops after change fixed

o CMS-20446: StringListPropertyField is once again editable

e CMS-20382: Ul Enhancement: Contents Draggable from Translation Workflows
e CMS-20377: Updated Documentation

e CMS-19788: LargeOperationHelper is more robust in non-blueprint-setups

e CMS-19448: Content Hub Import: Show error when import fails

e CMS-21053: Content-Hub: Images broken

e CMS-20777: Multi Catalog Search

e CMS-20744: Content Hub Import: Class Cast Exception if ContentModel Contains List
e CMS-20699: Fixed Taxonomy Root Node Resolving

e CMS-20650: Third-party : h2database Dependency Removed

e CMS-20450: Prevented Wrong Segment Format Validation Issues

e CMS-20380: ContentHub UrlBlobBuilder and Proxies

COREMEDIR CONTENT CLOUD




Release Information | Breaking Changes

o CMS-20318: Fixed User Manager Delete Action

e CMS-20042: Better Login Check

e CMS-20010: Filter destroyed taxonomies when creating a comment

e CMS-20618: Third-Party Update : Logback

e CMS-20394: Timeout increased for TenantlInitializerTest#tenantsRegistered
o CMS-21011: Improved Exception Handling of Exceptions during Validation Phase
e CMS-20800: Bugfix: Extending a GraphQL Enum causes a ClassCastException
e CMS-21009: Fixed a bug preventing apps to shutdown properly

e CMS-20961: Third-Party Update: Tomcat

e CMS-20686: Third-Party Update: Spring Boot 2.5.8

e CMS-20685: Updated Protocol Buffers for Java to 3.19.3

o CMS-20646: Third-Party Update : Jackson

e CMS-20592: Shared HCL/WCS Commerce Proxy enhancements

e CMS-20430: Root Category Preview

e CMS-20198: Images: Parameters in MIME types fixed

o CMS-19471: Fixed a bug preventing replacement of CAE richtext filter beans

o CMS-18634: Calista and Aurora UK site removed

4.4.1 Breaking Changes

CoreMedia Core

Reduced Overhead for Background Task CleaninTranslation

You may experience the Workflow Server's Background Task CleanInTranslation
to cause considerable load on your CPU. We have addressed this issue with several ad-
aptions. Some of them might be applied manually to existing systems already (for details
see the end of this section]. In addition to the updates below, CleanInTransla
tion gotupdated internally, providing an additional performance gain.

Follow Section “Reduced Overhead for Background Task CleanInTranslation” [176] for
upgrade information.

[CMS-20366]
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Fixing Possibly False-Negative In-Translation State

The scheduled job com.coremedia.translate.workflow.CleanIn
Translation is, roughly speaking, responsible for garbage collecting meanwhile
invalid "in-translation" states of contents due to aborted or escalated translation work-
flows.

Follow Section “Fixing Possibly False-Negative In-Translation State” [177] for upgrade
information.

[CMS-16439)

CoreMedia Content Application Engine

New method TransformimageService#getTransformationString

com.coremedia.cap.transform.TransformImageService hasbeen
extended by a new method: getTransformationString(...) The method
was introduced to enable future use cases of this class. You can use it to compute the
transformation string for a given content, property, variant name, breakpoint width and
height, and extension. If you have implemented this interface in a custom class, please
make sure to implement this method as well. It is not used by default in the Blueprint,
S0 you can theoretically leave the implementation empty.

[CMS-20410)

The preview CAE now runs with standalone mode disabled

The property delivery.standalone is now disabled by default in the preview
CAE. As a result the preview CAE uses the same URLs as the live CAE and the default
proxy configuration no longer requires /blueprint/servlet to be accessible
when running behind a web proxy.

[CMS-20501)

Static Files of External Preview moved to /static folder

In order to simplify proxy rules to split requests to static files and dynamic servlets, the
static files of the external preview have been moved to a static folder and are now served
at

[CMS-20471]

Freemarker function bp.truncateText always returns un-encoded text
The Freemarkerfunction bp . truncateText () leadtodouble encoded text, when
used with markup, because the markup is first encoded by the function and secondly
by Freemarker itself. Now, the encoding is left to do by Freemarker and the function re-
turns un-encoded text for markup input as well as for strings. An implemented work-
around with" ?no_esc "is no longer needed and should be removed.
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[CMS-20431)

CoreMedia Studio Client

ToastManager has been changed to toastService
The access to the ToastManager has been changed. It has been replaced by the global
service toastService .

[CMS-20963]

New Rule REST API

With the introduction of the dialog "Folder Properties" a new REST APl has beenintroduced
for managing group and content permission via rules. Content.ts and Group.ts support
the method getRules now. It returns a remote bean which contains a list of rule remote
beans. These ones are displayed either in the Folder Properties dialog or on the rule tab
of a user managers group tab.

Follow Section “New Rule REST API" [180] for upgrade information.
[CMS-20732)

Strict Signature of Content Initializers

The Content Initializer APl has been stated more formally precise by specifying the ini-
tializer function signature as a TypeScripttype (content: Content) => void
. This concerns the following methodsin ITEditorContext [@coremedia/stu
dio-client.main.editor-components/sdk/IEditorContext |
and IContentTypeContext [ @coremedia/studio-client.cap-
base-models/content/IContentTypeContext J:

Follow Section “Strict Signature of Content Initializers” [180] for upgrade information.
[CMS-20652]

Third-Party Update: CKEditor 4 to 4.17.1
CKEditor 4 has been updated to 4.17.1. It is included in @jangaroo/ckeditor4 ,
version 1.1.0.
Follow Section “Third-Party Update: CKEditor 4 to 4.17.1" [181] for upgrade information.
(CMS-20580)

Studio Client Resource Bundle Changes

Inthe process of pulling features out of the editor-components module in order to make
them available for the new Workflow app, many changes to resource bundles had to be
made [these changes are in addition to the changes that happened due to the new
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content type localization mechanism). As the list is too extensive for a release note, we
refer to this link to a Coremedia Help Center article .

(CMS-18728]

Master Version Texsts Improved

The description texts above the master version property field have been improved. Ex-
isting texts have been removed from the Editor.properties resource bundle. For this
reason, the ticket is marked as breaking.

[CMS-20989]

CoreMedia Workspace

Use new Maven Plugin to Handle CoreMedia Plugins

CoreMedia plugins are now synchronized by means of the coremedia-plugins-
maven-plugin which handles adding, removing and downloading the respective
plugins. The Groovy scripts in the <workspace>-app/pom.xml files (e.g.
cae/spring-boot/cae-live-app/pom.xml ]have beenreplaced with the
coremedia-plugins-maven-plugin whichsupports caching of downloaded
artifacts and respects Maven's proxy settings.

(CMS-20775]

SFMC Extensions Extracted from Blueprint

The extensions sfmc , sfmc-pl3n and sfmc-es-pl3n have been removed
from Blueprint. The extensions for your version can be requested from the CoreMedia
Support Team.

[CMS-20575]

CoreMedia Connector for Salesforce Commerce
Cloud

Link Building for Augmented Pages [commerce-led)
For Augmented Pages [CMExternalPage] the external page ID and the external URI path
can be set. If configured both, both values will now be rendered into the Json/VTL include
template of the fragment response. Make sure your link rendering template on the
commerce side can handle both parameters.

[CMS-19581]
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CoreMedia Headless Server

Refactored Scalar FilterQueryArg to input type CustomFilterQuery
The former scalar FilterQueryArg , which was used to define the custom filter
queries in a search query, was refactored to a GraphQL input type of the same name. In
contrast to complex scalars, input types offer full support of auto completion and doc-
umentation while formulating a GraphQL query.

Follow Section “Refactored Scalar FilterQueryArg to input type CustomFilterQuery " [183]
for upgrade information.

[CMS-20620]

Added CacheControl support to Headless Server

Headless Server now supports sending CacheControl headers for GET requests. Defaults
can be configured using the caas.cache-control.* properties. The value of
the the max-age directive is the minimum of the configured max-age value for the given
request URL and the values of the validFrom/validTo properties of the requested contents.
If no cache control configuration exists and the content does not contain a value for
validFrom/validTo then no CacheControl header is sent. A negative max-age value indic-
ates that no CacheControl header should be sent even in the presence of configured
validFrom/validTo dates.

Follow Section “Added CacheControl support to Headless Server” [184] for upgrade in-
formation.

[CMS-19110]

Miscellaneous

Removed Usage of PowerMock Java Test Library

Previous releases used the PowerMock library in a small number of Java unit tests to
mock static methods and object construction. These usages have now been replaced
with new functionality of the Mockito testing library. PowerMock isn't used anymore.

Follow Section “Removed Usage of PowerMock Java Test Library” [184] for upgrade in-
formation.

[CMS-20448]

New ExtensionPoint CustomFilterQuery

The new release offers the new ExtensionPoint CustomFilterQuery in
order to provide custom filter queries by a plugin.
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Follow Section “New ExtensionPoint CustomFilterQuery” [185] for upgrade information.

[CMS-20367]

Third-Party Update: mysql-connector-java

The mysgl-connector-java Java library has been updated in shared/common/mod
ules/shared/database-drivers/pom.xml toversion 8.0.28 to avoid se-
curity vulnerability CVE-2022-21363 of the previous version. Note, that the updated version
of mysqgl-connector-java also dropped support for deprecated TLSv1and TLSv1.1connec-
tion protocols and requires using more-secure TLSv1.2 or TLSv1.3 protocols, which have
to be supported by the used MySQL server.

Follow Section “Third-Party Update: mysgl-connector-java” [185] for upgrade information.

[CMS-20962]

4.4.2 Changes and Improvements

CoreMedia Core

Third-Party Update: Apache Solr
Apache Solr has been updated to version 8.11.1. This includes a fix to avoid the Log4J
security vulnerability CVE-2021-44228 in Solr.

For detailed changes of Apache Solr have a look at https://solr.apache.org/news.html
and https://solr.apache.org/docs/8_11_1/changes/Changes.html .

For CMCC 11, a new coremedia/solr-base Docker image was released with tag 8.11.1,

which is used in the Blueprint in apps/solr/blueprint/solr-im
age/pom.xml .

[CMS-20425)

JMX metrics for state of folder index

Two attributes were added to the Server management bean of the Content Server :
FolderIndexState and FolderIndexStateNumeric . These attributes
report the state of the folder index, which can be enabled using the cm dbindex
tool and which speeds up server queries that are limited to subfolders of a given folder.
Possible states are:

e None (0): Index has not yet been created.
e Invalid (1]: Indexisinconsistent.

e Online (2): Indexis online.
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e Offline (3): Indexis offline.
e Unknown [4]: Index state is unknown at the moment.

While FolderIndexState reportsthe descriptive string, FolderIndexState
Numeric reports the numeric value.

[CMS-20376)

CoreMedia Content Application Engine

Link Parameters are passed into Commerce-Led Link Generation
Link parameters [e.g. "view"] are passed into commerce-led link generation for commerce
links. Template:

<#assign linkParams={ "name" : "peter", "city": "Hamburg" } >
<#assign testLink=cm.getLink(self, "niceView", linkParams) />

Sfce Link in Fragment Response:

<!--VTL
$include.url ("Q-Content', 'contentId', '14992-14992", 'name’, 'peter’, 'city', ' ', 'view', 'niceView')
VTL-->

[CMS-19587]

CoreMedia Studio Client

Plugins for studio-client can now be Downloaded Behind a Proxy
The "http_proxy" and "https_proxy" configuration of NPM [see
https://docs.npmjs.com/cli/v8/using-npm/config#https-proxy ] is now automatically
taken into account when downloading plugins during studio-client build.

[CMS-21054]

LibraryTree declares drop events
Since LibraryTree always adds a ContentTreeViewDragDropPlugin, it now declares the
additional events fired by that plugins as its own events. This allows you to attach
listeners for these events in a type-safe way. This affects the events beforedrop
and drop . Without the fix, to add listeners for these event, you must use a type asser-
tion[as any ) orignore the resulting type error [ //@ts—expect—-error J.

[CMS-20683]
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Deprecation: OpenCalais
The OpenCalais integration for automatic tagging of content has been deprecated and
will be removed with the next major release. For now, it has been disabled in the Taxono-
myStudioPlugin.ts .

[CMS-20819)

Added Form Locale Switcher

Document formulars now have a locale switcher located on the toolbar of the form. It
allows to switch between the different localized versions of the document and shows
the version synchronization state.

[CMS-20229]

Added "Properties"” Dialog for Folders

The context menu of the library tree and list view contains an additional entry "Properties”
now. This entry is only visible for a folder selection and allows users to see details about
the selected folder. If the user has supervise rights or is an administrative user, an addi-
tional tab is shown to modify the access permissions of the folder and configure supervise
rights.

[CMS-19547)

Unified Uploads

The global or site specific configuration file "Upload Settings" or "UploadSettings" is re-
sponsible for timeout configurations now. If not configured, the default timeout of five
minutes is used. This value may be overwritten via updating the variable _UploadSet-
tings.DEFAULT_TIMEOUT_MS_.

[CMS-17536)

CoreMedia Studio Server

Preloading of child categories in Studio is configurable

All child categories are fully preloaded in Studio by default to determine if they are virtual
or not. Set the property "studio.commerce.preload-child-categories” to "ALL_EX-
CEPT_TOP_LEVEL" if the top level categories shouldn't be preloaded when loading the
root category. It can be useful if there is a huge number of top level categories and you
are sure about that none of them are virtual. In commerce systems without a physical
root category it can't be any other way. Moreover, if you are sure that there is no virtual
category at all in the tree you can use the value "NONE". In case a child category is not
preloaded its virtual state is always false.

[CMS-20546]
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CoreMedia Workspace

Third-Party Update: Checker Framework
The Checker Framework has been updated to version 3.15.0.

[CMS-20434)

CoreMedia Deployment

Update to coremedia/java-application-base

The base image coremedia/java-application-base has been updated
to 2.4 .2 . This update includes the JVM updateto 11.0.14 .

[CMS-21075)

The java-application-base image has been updated

The base image of all Spring-Boot based services build by the blueprint has been updated
to coremedia/java-application-base:2.4.1-corretto-11.

This update includes Amazon Corretto 11.0.14.

[CMS-20991)

CoreMedia Commmerce Hub

Updated commerce adapters to latest versions

Updated the commerce adapters to the latest versions containing bug and security
fixes:

commerce-adapter-mock and Commerce Hub Base API: v2.0.6
commerce-adapter-hybris :v2.0.6
commerce-adapter-sfcc:v2.09
commerce-adapter-commercetools :v2.0.5

commerce-adapter-wcs :v2.0.7

Please see the release notes of the commerce adapters for more details.

[CMS-21016)
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CoreMedia Headless Server

Add plugin extension point to add Spring Converters to the headless server

Add new plugin extension point to add one or more Spring Converter , to convert
among other things the GraphQL input types which is needed when adding custom input
types in plugins.

[CMS-20711)

Automatic conversion of input types to Java objects for adapters

The graphQlConversionService isastandardSpring org. springframe
work.core.convert.ConversionService enhanced by all instances of
org.springframework.core.convert.converter.Converter
created as regular Spring Beans.

Using this ConversionService together with the Spring Expression Language,
adapters in the content-schema now may use typed parameters instead of a
composition of collection objects deserialized when using GraphQL input types. If a
suitable Converter is available, the ConversionService will invoke the
conversion transparently.

[CMS-20327)

Support for viewtype specific queries

The Headless-Server now supports viewtype specific queries for CMCollection and
PageGridPlacement. See documentation for details.

[CMS-18709)

CoreMedia Documentation

Documentation for preloadChildCategories

Added documentation for new configuration option studio.commerce.preload
ChildCategories that was introduced with CMS-20546.

[CMS-20882)

Miscellaneous

Third-Party Update: log4j-to-slf4j
The Log4J library 1log4j-to-s1£47 has been updated to version 2.17.1.

COREMEDIR CONTENT CLOUD




Release Information | Fixed Issues

Note that recent security vulnerabilities for Log4J like CVE-2021-44228 [("Log4Shell"],
CVE-2021-45046, CVE-2021-45105, and CVE-2021-44832 do not affect the usage of the
Log4J adapter library Llog4j-to-s1£f47 thatisusedin CMCC to forward logging via
SLF4J to Logback.

[CMS-20645)

Enhancement in logging for UAPI

A display in the log is added whenever there is an attempt to connect workflow server
stating "Trying to connect to workflow server." In theme importer, connection to workflow
serverisremoved. If the customer wants to establish the connection to workflow server,
they canjust change the _repository.workflow.connect _to true in application properties
of theme-importer.

[CMS-19381)

Cache Metrics for Spring Boot Actuator Metrics Endpoint

Metricsfor com. coremedia.cache.Cache usage are now available at the Spring
Boot Actuator Metrics Endpoint. They are also still available via JMX as before. For details,
see the Operations Basics Manual , section "Basics of Operation | Actuator Endpoints |
Metrics Endpoint”.

[CMS-18053)

4.4.3 Fixed Issues

CoreMedia Core

Directory permissions and ownership corrected for management-tools image
With this release, the management-tools image directory ownership for some directories

will be fixed and set correctly to coremedia:coremedia . Affected directories
are:

e /coremedia

e /coremedia/tools

In addition the following directories have been made volumes and are precreated so
the tools can actually write to it, even when they are anonymous volumes.

e coremedia/export

e coremedia/import

COREMEDIR CONTENT CLOUD




Release Information | Fixed Issues

[CMS-20884)

Enhanced Robustness in Translation Workflows [Pre-Processing Stage])

When translation workflows create contents in derived target sites, they may stumble
across issues while doing so. Previously, this may have left created targets checked
out by the artificial user translation-workflow-robot .

The processing in this pre-processing stage of the translation (and synchronization)
workflow has been enhanced, so that at best effort, contents should not be left checked
out by the artificial user.

Corresponding exceptions are still forwarded and will escalate the translation workflow.
They should not be ignored, but investigated, as the intermediate content state may
now be corrupted.

[CMS-20889)

cm cleanversions: Respect Versions Being in Translation

Priortothisfix, cm cleanversions mayhave removed versions of a master content
which are referenced from an active translation or synchronization workflow. This may
cause those workflows to escalate.

Now, cm cleanversions respects these so-called Merge Versions , which are
those versions of a master content, which are just about to be translated into some
derived content .

An update is strongly recommended, if you regularlyuse cm cleanversions with
rather strict limits regarding —keep—-days for example.

[CMS-20768)

Start Translation Workflow Validation: May Report "No content to translate."”

When trying to start a translation workflow in CoreMedia Studio, it may report No content
to translate. although contents have been selected.

This may happen, when you added contents from different sites or when you added a
content which is not within a site.

This behavior is fixed now, and you will instead see the expected violation issues, such
as:

e There is a content item that does not belong to a site.

e There are content items that belong to different sites.
(CMS-20680]

Third-Party Update : Netty

Netty has been updated to version 4.1.72.Final to avoid security vulnerabilities of the
previous version.
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[CMS-20615]

Improve Robustness and Error Messages for Translation Workflow Rollback
Translation Workflows are now more robust against errors during Rollback and generate

more helpful log messages.
(CMS-20574)

Updated documentation of extensions and their dependencies
The section "Extensions and Their Dependencies" of the Blueprint manual has been

updated. Before, the extension es-alx was listed in a wrong context.
[CMS-20302)

Third-Party Update: NGINX

The NGINX docker image that is used with CMCC has been updated to 1.21.5-alpine to
avoid security issues of the previous version.

[CMS-20137)

Third-Party Update: JDOM2

JDOM2 has been updated to version 2.0.6.1 to avoid a reported security vulnerability of
the previous version [CVE-2021-33813).

[CMS-19628)

Fixed Content Feeder for slow content queries
Fixed a bug in the Content Feeder that caused delayed index updates and blocked JMX
calls, when it executed a long-running content query for less important changes that
should be processed in the background.

[CMS-19354)

"Force" Option for workflowconverter
As an alternative to -c, you can now use -f in order to enforce conversion of process
definitions. This is useful, if an LDAP group, which is used as role in a process definition,
accidentally vanishes, reappears and gets a new CAP ID in the contentserver. The
workflowconverter checks only for class incompatibilities but does not detect invalid
group ids, and thus would not convert the workflow without the force option.

[CMS-17243)
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CoreMedia Content Application Engine

Multi Catalog Preview

Commerce categories and products from a non-default catalog are now correctly opened
in the preview using the correct catalog. This currently only affects our HCL Commerce
integration out of the box, which supports multiple catalogs.

[CMS-20776)

Fixed support for |E expressions in legacy template Page._additionalHead.ftl

Fixed support for IE expressions in legacy template "Page._additionalHead.ftl" of "cae-
base-lib" causing that no IE specific CSS/JS was loaded at all under certain conditions
(e.g. if the "page" brick was not used].

[CMS-20663)

Updated blueprint to support projects with only corporate-cae as extension

Added the module ec-cae-11ib asruntime dependency to corporate-cae to
solve CAE startup failure on projects that ran the blueprint with only the corporate cae
extension enabled.

[CMS-208610)

Fixed resolution of local message resources in developer mode

The loading of message resources from the local workspace (when delivery. loc
al-resources=true ] has been fixed. Like CSS and JS resources, they are now
loaded from the extra resources directories ([see configuration of
spring.boot.tomcat.extraResources ].

[CMS-20447)

Fixed logging of CustomizeAnnotationBeanPostProcessor

CustomizeAnnotationBeanPostProcessor sometimes erroneously logged that a bean
customizer wasn't applied although it had been applied successfully.

(CMS-19648]
Solved %Bug Preventing CAE Background Tasks to Access Contents Filtered by Validity
ates
Bean BlueprintHandlersCaeBaseLibConfiguration#val

idUntilConsumer no longer throws an exception if the current request is not
available when consuming a validity change instant.

[CMS-19458)
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Prevent Errors when Formatting Links from Download File Names

The "CapBlobHandler® now returns a UriComponentsBuilder object instead of
a String when when building download links. This prevents error-prone guessing if
provided links are URL encoded or not in the link formatter. Such errors could occur
when useCMDownloadFilename=true andthe file name of a download contains
both, encoded and unencoded characters (e.g. a + and a space).

[CMS-19259)

Fixed Context Path of External Preview

Resources for the external preview resources are loaded from a the "static" context
path. The optional "servlet" segment is removed from path.

[CMS-18963)

CoreMedia Studio Client

BindReadOnlyPlugin and AbstractBindEditablePlugin are no longer deprecated

Actually the deprecation was a mistake, the given replacement has never made it into
arelease.

[CMS-20730)

Fixed: Richtext Differencing in Studio May Provide Invalid Results

Due to an issue in data-processing of CKEditor 4, you may have experienced invalid
change annotations in differencing view for CoreMedia Richtext properties. One observed
effect: Sections were marked as deleted, which never were deleted.

A workaround got applied in data-processing, which ships with CoreMedia Studio.
If you rely on differencing results, an update is strongly recommended.
(CMS-20647)

WorkflowTransition#defaultNextTask is deprecated

WorkflowTransition#defaultNextTask is deprecated and will be removed in the future.
Please use the new config defaultNextStep instead.

[CMS-20611)

Image Editor: Broken crops after change fixed

In some cases resizing crops were broken by a recent bug fix. Now all crops can be
resized again.

[CMS-20517)
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StringListPropertyField is once again editable
As the title says items added to a StringListPropertyField can once again be edited.

[CMS-20446)

Ul Enhancement: Contents Draggable from Translation Workflows

Contents, displayed in translation workflows, can now be dragged and dropped to differ-
ent areas of the Studio.

[CMS-20382)

Updated Documentation

Removed documentation about deleted public APl method /EditorContext#getEnabled-
SearchFilterlds .

[CMS-20377)

LargeOperationHelper is more robust in non-blueprint-setups
In non-Blueprint setups, copy/paste operations in the library could fail due to the Lar-
geOperationHelper. This is fixed now.
[CMS-19788]

Content Hub Import: Show error when import fails
When animport terminates with an exception the import will now be visualized as failed
instead of successful.

[CMS-19448)

CoreMedia Studio Server

Content-Hub: Images broken

Due to a bug in JVM version 11.0.14.9 the content-hub images [pictures] could not be
loaded. The container base image coremedia/java-application-base
has been updated to JVM version 11.0.14.10.

[CMS-21053)

Multi Catalog Search

Search within commerce products from a non-default catalog is now correctly executed.
This currently only affects our HCL Commerce integration out of the box, which supports
multiple catalogs. The fix requires HCL Commerce Adapter version 2.0.7 or higher.

[CMS-20777)
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Content Hub Import: Class Cast Exception if ContentModel Contains List

To import a ContentHubltem the ContentModel can specify which properties has to be
setin the imported Content by setting ContentModel.contentProperties. If the Content-
Model.contentProperties contains a list of ContentModelReference the references are
resolved and imported as Content too. Unfortunately a for Lists other than ContentMod-
elReference a ClassCastException has been thrown and the import failed. This behavior
has been resolved and Lists other than ContentModelReference stay untouched and
will be copied as Content property to the imported Content.

[CMS-20744)

Fixed Taxonomy Root Node Resolving
The resolving of taxonomy root nodes is now implemented with a content query. This
way, nodes are not skipped because of the SOLR search limit.
[CMS-20699)

Third-party : h2database Dependency Removed
h2database dependency raised issue in security scans and since this dependency was
used only for testing purpose, it has been removed.
(CMS-20650)

Prevented Wrong Segment Format Validation Issues

The SegmentFormatValidator now makes use of UrlPathFormat
tingHelper#tidyUrlPath before the actualvalidation takes place. This ensures
that the validation is based on the same segment formatting that is used in the deliveries
and thus prevents false-positive validation issues.

[CMS-20450]

ContentHub UrlBlobBuilder and Proxies

The UrlBlobBuilder [Studio-Server API for Content Hub) now respects a possibly set au-
thenticator via java.net.Authenticator#setDefault. This, for example, provides the oppor-
tunity, to enable password authentication, if Studio server runs behind a proxy requiring
authentication.

[CMS-20380]

Fixed User Manager Delete Action
Admin users are no longer able to delete themselves when logged into the Studio.

[CMS-20318]

Better Login Check
The login now checks the permissions of the given user more detaily.

[CMS-20042)
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Filter destroyed taxonomies when creating a comment
When creating a new comment, an exception occured, if the linked taxonomy was deleted
or destroyed. This is fixed now, the affected taxonomies are filtered out.

[CMS-20010)

CoreMedia Workspace

Third-Party Update : Logback
Logback has been updated to version 1.2.10 to avoid security vulnerabilities of the previous
version.

[CMS-20618)

Timeout increased for TenantlnitializerTest#tenantsRegistered
The timeout for TenantlnitializerTest#tenantsRegistered has been increased. Before,
the test could fail under high load.

[CMS-20394)

CoreMedia Headless Server

Improved Exception Handling of Exceptions during Validation Phase

Exceptions during the validation phase of a GraphQL query resulted in a HTTP 500 error
for a validation error, e.g. "maximum query depth exceeded". This was caused by an
incorrect exception handling in the PreparsedDocumentProvider of Caas
Config . The bugfix now handles all Exceptions, returning a HTTP 200 OK with the
correct GraphQL error message.

[CMS-21011)

Bugfix: Extending a GraphQL Enum causes a ClassCastException

Extending a GraphQL Enum caused a ClassCastException while server start. This bug
was fixed.

[CMS-20800)
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Miscellaneous

Fixed a bug preventing apps to shutdown properly

Apps using the CoreMedia cache sometimes failed to destroy the cache instance leaving
athread named "coremedia-cache-CacheTimer" behind. This thread is now terminated
when the spring application context shuts down.

[CMS-21009)

Third-Party Update: Tomcat

Tomcat has been updated to version 9.0.58 to avoid security vulnerabilities of the previous
version.

[CMS-20961)

Third-Party Update: Spring Boot 2.5.8
In order to benefit from the improvements of the latest version of the Spring framework
and to prepare for making use of the new features various 3rd party libraries have been
updated.
o Caffeine 2.9.3
e GSON2.8.9
e Hibernate 5.4.33
e HttpCore 4.4.15
e Micrometer 1.7.7
e Spring Boot 2.5.8
e Spring Data 2021.0.7
e Spring Framework 5.3.14
e Spring Security 5.5.4
o XmlUnit2 2.8.4

[CMS-20686)

Updated Protocol Buffers for Java to 3.19.3

Updated com.google.protobuf:protobuf-java dependenciestoversion
3.19.3 to fix known security vulnerabilities.

[CMS-20685)

Third-Party Update : Jackson

Jackson has been updated to version 2.12.6 to avoid security vulnerabilities of the previ-
ous version.
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[CMS-20646)

Shared HCL/WCS Commerce Proxy enhancements

The blueprint based commerce-proxy inthe Docker deployment was enhanced to
better support shared HCL/WCS Commerce setups where multiple CMS systems share
a single commerce system. Product Asset URLs using the catalogimage path are
now postprocessed in the commerce proxy and the hostname is now correctly
set to the proxied CMS hostname instead of the default cmsHost that is configured
in the commerce system.

[CMS-20592)

Root Category Preview

We fixed the preview for the virtual root categories that do not have a corresponding
shop URL. Instead of the previously rendered error, we now render its placements as a
content page through the storefront. The layout is not acurate but it should give editor-
ial users enough preview possibilities to create placement content that is used for inher-
itance to other subcategories.

[CMS-20430)

Images: Parameters in MIME types fixed

During transformation a lookup by MIME type must be done to find MIME type specific
implementations. The MIME type was compared with parameters. MIME types are syn-
tactically allowed to have parameters [(see RFC 2046] but for images no parameters are
specified. Unfortunately if there were parameters no specific implementation could be
found even if it was possible to transform the image.

Now the MIME type parameters are ignored for the lookup.
(CMS-20198)

Fixed a bug preventing replacement of CAE richtext filter beans

BlueprintRichtextFiltersConfiguration does no longer expose
richtext filter beans by their implementation types. It no longer references the richtext
filter beans by type. It uses the filter bean names as qualifiers instead.

[CMS-19471)

Calista and Aurora UK site removed

The English / United Kingdom ("en_UK") demo content for Calista and Aurora Augment-
ation has been removed. The reason is that a default HCL Commerce system does not
provide "en_UK" out of the box. When using the UK sites in Studio, the preview always
showed the "en_US" storefront and pulled fragments from the "en_US" site. Any content
changes made in the "en_UK" site were not reflected in the preview and this confused
editorial users in a demo or testing scenario. This removal only affects demo content.

[CMS-18634)
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4.5 Release 2110.1

Highlights in this Release @
e The Workflow App, which opens fullscreen in a new browser tab, and in the new

Studio design.

e New, exciting visual changes, illustrations, and animations, for example a login
screen that comes in different variations based on your individual location and
preferences.

e The new Preferred Site Selector, which enables animproved and intuitive locale and
name sorting.

¢ Redesigned Toasts and Notifications, that minimize distractions and help focusing
on important messages.

* The ContentlIssue Search, to tidy up your content repository, for example by increas-
ing issue visibility through custom dashboard widgets in Studio.

o CKEditor 5 based Rich Text editing is available as a developer preview.
o Studio client is implemented in TypeScript instead of ActionScript/MXML
e Introduction of new Commerce Hub/Adapter API v2

¢ Upgrade to Spring Boot 2.5

The release contains:

e Breaking changes: 157
e Changes and improvements: 266
¢ Bugfixes: 365

Only issues which contain release notes are shown in this document. So, the numbers
in the list above can be higher than the number of issues presented in the subsections.

Breaking Changes

e CMS-20068: Removal: Deprecated Version of XliffExporter

e CMS-20067: Removal: Deprecated two-argument constructor of DefaultContentTo-
TranslateltemTransformer

e CMS-20066: Removal: Deprecated Interface  Method ContentObject-
SiteAspect.getlgnoreUpdates
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e CMS-20039: Third-Party Update: Apache Tika and Transitive Dependencies

e CMS-20025: Removal: Deprecated BaseCommandLineClient#addOptionValidated
Method

e CMS-20003: Removal: Deprecated Site#getManagerGroupName Method
e CMS-19998: Removal: Deprecated Options of Some Commandline Tools
o CMS-19996: Removal: Deprecated AbstractVersionSelector#addOption Method

e CMS-19993: Removal: Deprecated CommandLineParameters#addOptionValidated
Method

e CMS-19992: Removal: Deprecated AbstractUAPIClient#enableOutVerbose Method
e CMS-19990: Removal: Deprecated MarkupUtil#isEmptyMarkup Method

o CMS-19768: New Feature: Workflow Final Actions and Archiving of Aborted Workflows
e CMS-19757: MongoDB Update to version 5.0.2

e CMS-19748: MediaStore Changes

e CMS-19606: Issue Search Filter Enabled By Default and Solr Schema Changes

e CMS-19599: Solr Base Image added

e CMS-19302: Changed Solr Terminology: Leader/Follower replaces Master/Slave

e CMS-19266: Third-Party Update: Apache Solr 8.8.2

e CMS-19112: Content Server and Workflow Server do not use corem.home anymore
e CMS-18965: Commerce Validator Issue Feeding

e CMS-17959: Removal: Deprecated Search and Feeder Configuration Properties

e CMS-16722: Improved CAE Feeder Database Usage

e CMS-7318: Removal: Deprecated Watchdog and Probedog infrastructure

e CMS-19187: Improved Translation Workflow Auto-Merge

e CMS-7021: Secure Blob Access

e CMS-2487: blueprint-doctypes-xmlrepo.xml: Available in Blueprint Sources

o CMS-20438: Removal: CAE Module cap-editing-pbe-taglib-component

e CMS-20436: Moved static CAE resources to '/static/'

e CMS-20342: Deprecation of Image Operations

e CMS-20323: Removal: CAE Code Minification

e CMS-20295: Removal: Elastic Social Personalization Extension

e CMS-20143: Deprecation: Property "ieExpression" of CMAbstractCode

o CMS-20048: Removal: Deprecated Sitemap URI Pattern /service/sitemap/{sitemapPath}
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e CMS-20001: Removal: Deprecated UriComponentsHelper#addQueryParameters
Method

e CMS-19984: Deprecation: ContentBlobHandlerBase

e CMS-19983: Removal: Deprecated ContentBlobHandlerBase#URIVARIABLE_VERSION
Field

e CMS-19958: Removal: BlueprintFreemarkerFacade functions

e CMS-19409: Removal: Deprecated Methods of CMProductList

e CMS-19163: Removal: CAE TokenResolver Class

e CMS-19104: CAE cache-control default behavior changed

e CMS-19089: Removal: LiveContext IBM/WCS implementation

e CMS-18333: Moved internal CAE controllers to management application context
e CMS-15880: Removal: BlueprintFreemarkerFacade functions

e CMS-19278: Optimize Rendering of embedded content in Richtext

e CMS-19247: Removal: Sitemaps generation for commerce sites

e CMS-18512: Removal: CMHasContextsImpl#getDataViewFactory() method
e CMS-13015: Richtext Pagination

e CMS-19921: Removal: Deprecated TabManager Classes/Interfaces

e CMS-19750: Removal: CommerceConnection#getVendorXXX Methods

e CMS-19698: Removal: Studio Packages Proxy App

e CMS-19669: For contents having a "data"-property, the links for those blobs are now
rendered instead of simple content links

e CMS-19295: Removal: Legacy Search Facets API from Studio

e CMS-18571: Moved: Modules Moved to new Package

e CMS-18021: Deprecation: Configuration hidelssuesButton in Control Room
e CMS-20399: BooleanPropertyField Label Changes

e CMS-19108: ILinkListWrapper Manipulation Methods Are Now Asynchronous By Signa-
ture

o CMS-18849: Fixed Inconsistent Usage of ILinkListWrapper#acceptsLinks
e CMS-16977: Simplified Most of the Configuration to [ExtConfig]

e CMS-19563: Redesign of Jobs, Toasts and Notifications

e CMS-19094: Added Search Filters for Library Extension

e CMS-18931: Validators

e CMS-20303: CatalogAlias configuration for single catalog setups

o CMS-19920: Use stable IDs in CAE Fragment Requests, if Possible
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o CMS-19418: Optimized Taxonomy Performance

e CMS-19484: Banned Jakarta EE 9 Artifacts

e CMS-19116: Removal: Deprecated Properties

e CMS-18517: Updated to Spring 5.3.12 and Spring Boot 2.5.6

o CMS-17426: Removal: repository.workflow, repository.caplist, and usecaplist Properties
e CMS-20076: Switched to Sencha CMD 7.2.0.84

e CMS-19884: Mongo shell replacement mongosh

e CMS-16969: Renamed groupld com.coremedia.content-hub to com.coremedia.cms
e CMS-20138: Removal: IE11 Support in Themes and Bricks

e CMS-19955: Changed Package Manager in Frontend Workspace from yarn to pnpm
e CMS-19245: Third-Party Update: Node.js 16

e CMS-20063: Update to Latest Commerce Adapter Versions and Adaption of Configur-
ations

e CMS-19923: Enable Readiness and Liveness Health Group Endpoints

e CMS-19249: Enables deployment of SFMC via docker-compose.

e CMS-19157: Removal: Deployment Archive with Chef Deployment

e CMS-18332: Container Image Build Process Changes

o CMS-16416: Traefik update in Docker Setup

e CMS-20308: Removal: Special Commerce Hub API for Preview URLs

e CMS-20130: Updated Multi Catalog Configuration

e CMS-20114: Removal: Deprecated Methods and Implementation

e CMS-19704: Removal: LC3 SearchService

e CMS-19695: Removal: Deprecated Developer Feature Candy Shop URLs

e CMS-19451: CurrentStoreContext and UserStoreContext APl change

e CMS-19345: Removal: Obsolete Base Classes from LiveContext Test Modules

e CMS-19343: Removal: Hoverfly Extension Classes from LiveContext Test Modules
e CMS-19290: Removal: Deprecated Legacy Search API from LiveContext Extensions
e CMS-19221: Removal: Deprecations from LiveContext API

e CMS-19215: Removal: Deprecated lc-extension Related LinkSchemes

o CMS-19214: Removal: com.coremedia.blueprint.base.livecontext.service Package
e CMS-19213: Removal: Deprecated Livecontext Classes and Methods

e CMS-19212: Removal: Deprecated Commerce Cache Invalidation Implementation

e CMS-19124: Removal: The ForVendor-Methods from the CommerceConnection
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e CMS-17159: Simplified Registration of Custorn Commerce Bean Types

e CMS-15229: Removal: CommerceConnection#getClone Method

e CMS-20151: GraphQL Java Libraries Updated to Version 17.3

e CMS-19836: Swagger Updated to Latest Version

e CMS-19796: Refactoring of Adapters

o CMS-19769: Filter Predicates May Now Access the DataFetchingEnvironment
e CMS-19685: Headlless Server Deprecations for CoreMedia CMCC 11

e CMS-19641: New Feature: Plugin Extension Point FilterPredicate

o (CMS-19428: AbstractDynamicListAdapter#getltems and SearchServiceAdapter#search
now return DataFetcherResults

e CMS-19322: Removal: Deprecated Headless APl for Commerce Entities

e CMS-19155: Removal of ViewBySiteDataFetchingEnvironment, Public APl Changes of
RemoteLinkWiringFactory and RemotelLinkDataFetcher

o CMS-19107: Addition: New RichText Type to Encapsulate the Different Representations
of Richtext

e CMS-19076: Changed Configuration Properties

e CMS-19071: Ordered Content Schema

e CMS-18930: Site Query by Root Segment

e CMS-18315: Loading of Persisted Queries from Plugins

e CMS-17298: Content Types in Search are Now Validated

e CMS-20193: CMProductTeaser change in headless

e CMS-20085: Headless Commerce: Remove Autocompletion for Breadcrumb Parameter
e CMS-20014: Introduce a new field keywordsList which returns a list of keywords
o CMS-19941: JsonPreviewClient was refactored to Spring AutoConfiguration

e CMS-19885: Removal: ViewMapperConfig Class

o CMS-19452: Aligned Behavior of StructAdapter to Same as in SettingsAdapter

e CMS-19210: Default Java heap for Headless Server reset to 1GB in Dockerfile

e CMS-19096: Headless Server Schema Changes

e CMS-19055: Support ContentBlobLinkComposer in RichText conversion

o CMS-20332: The site-manager container image is now also build with google jib
e CMS-20120: Support for IBM DB2 has been removed

e CMS-20049: Removal: Deprecated Private API BlobHelper Class

e CMS-20047: Removal: Deprecated Editorial Comments cache properties editorial.com-
ments.data.cache.* Properties
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e CMS-19999: Removal: Deprecated SettingsPageResourceBundleFactory Class

e CMS-19995: Removal: Deprecated Themelmporterimpl#legacyExternalLinkToDocu-
mentName Method

e CMS-19988: Removal: Deprecated UserProvider2 Interface

e CMS-19987: Removal: Deprecated Legacy RuleProviders Classes

e CMS-19986: Removal: Deprecated LdapMember#getQOrganizationalUnit Method
e CMS-19962: Removal: management.health.contentRepository.enabled Property
o CMS-19911: Migrated Blueprint Content Hub Adapters to Plugins

e CMS-19867: Dropped supported deprecated databases, servers, and browsers
o CMS-19858: New API For Custom Workflow Extension Point

e CMS-19851: Removal: Corporate Extension Modules for Content Server

e CMS-19850: Removal: Unused class SiteToStoreContextCacheKeyWithTimeout
e CMS-19816: New API for Content Type Localization

e CMS-19396: Removal: Old live context settings struct

e CMS-19254: Removal: Deprecated API of TransformimageService

e CMS-19224: Logging Standardization

e CMS-19060: Removal: Optimizely Extension

e CMS-18934: New Blueprint Parent

e CMS-18795: Replaced deprecated org.junit.Assert.assertThat

e CMS-18659: Replaced Guava Function and co. with JDK counterparts

e CMS-18658: Removal: Deprecated Consumer, Function, Predicate Classes

o CMS-17548: Implementations of Comparable: Added Type Arguments

e CMS-17559: Consolidate Blueprint grouplds and versions

Changes and Improvements

e CMS-20233: Deprecation: Obsolete classes in Workflow Java API

e CMS-19831: Added parametric HTTP endpoint to re-indexing CAE Feeder

e CMS-19758: Update of MongoDB Java Driver to version 4.3.0

o CMS-19502: Deprecation: ListDiff#elementEqual

e CMS-19378: Removal: Deprecation for SiteModel's sitelndicatorDepth in Multi-Site
e CMS-19202: Third-Party Update: Apache Tika and Transitive Dependencies

e CMS-18880: cm dump: Dump Text Blobs to Console

e CMS-18545: Added endpoint to disable/enable the replicator service
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e CMS-17957: Changed Content Feeder Configuration Properties
e CMS-17851: Enhanced Encryption Algorithm For System Passwords

e CMS-16834: Removal: com.coremedia.elastic.core.test.Injection and core-test
module

o CMS-16043: New Validator: PossiblyMissingMasterReferenceValidator for Multi-Site
¢ CMS-11136: validate-multisite Improvement

e CMS-19719: Sitemap: Reduce Downtime by Improving the Recreation Strategy.
e CMS-19195: Cache-Control Strategy can use Full Request Paths

o CMS-18954: Configure CORS Allowed Origins with Studio Host for Preview CAE
e CMS-17119: It is now possible to run the CAE without setting a context path

¢ CMS-16628: Fixed handling of cyclic navigation structures in CAE

e CMS-11194: Deprecated Header and Footer in CMChannel

e CMS-20293: Fixed Quick Create Dialog Positioning

e CMS-20162: User Manager Full Text Search

e CMS-19887: Site Selector - Sorting by Locale

e CMS-19657: Update to CKEditor 4.16.1

e CMS-19596: Added Support for Empty Quick Create Name

e CMS-19347: Added Support for Multiple External Previews

e CMS-19149: Restored "Open In Tab" Checkbox for Bulk Uploads

o CMS-19049: Studio Client Now Has Referrer-Policy "same-site"

e (CMS-18939: Start Publication Workflow Button From ActionsToolbar No Longer Includes
"My Edited Contents" By Default

e CMS-19942: Multi-Selection Support for Taxonomy Link Lists

o CMS-19492: iFrame Support for Content Hub Preview

e CMS-19486: Disabling Notifications

e CMS-19039: Multiple Filter Support for Product List Documents

e CMS-18985: Configure Studio Forms

e CMS-18855: Fixed Error thrown for Empty UserManager Properties
o CMS-18055: Filtering Issues Along with Categories in Studio Library
e CMS-16100: Added Thumbnail Support for Content Hub

e CMS-15893: Added metrics to reflect the number of CMS user sessions
e CMS-20026: Update: JUnit 5, Mockito, PowerMock

o CMS-19388: Prevented creation of empty JAR files
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e CMS-19886: New Supported File Types for Theme Importer
e CMS-19736: Added Lazy Loading to Images

e CMS-18953: Allow Standalone JavaScripts Files in Themes

e CMS-20127: Enabled Health Checks for Commerce Adapters

e CMS-20125: The wait-for-* scripts have been replaced with an environment variable
controlled mechanism

e CMS-14653: Graceful Shutdown for all Spring Boot based Applications
e CMS-20183: Removal: Deprecated Properties
e CMS-19482: Commerce Hub Invalidation Events Added

e CMS-19420: Added Configurable Custom Attributes to Commerce Hub Commerce
Beans

e CMS-19058: Catalog Alias Mapping Accepts Catalog ID

e CMS-20361: New ExtensionPoint PluginRestController

e CMS-20274: Add plugin extension point for custom scalar types

e CMS-19959: New Config Option: caas.stax.maxAliasesForCollections

e CMS-19926: New Extension Point for Plugins: WiringFactory

o CMS-19859: Add fullyQualifiedUrl field to CMDownload type

o CMS-19832: New Fields for Localized Content

e CMS-19792: New Plugin Extension Point: PluginSchemaAdapterFactory

e CMS-19643: GraphQL Java Library updated from 16.1to Version 16.2

e CMS-19572: Adds New Endpoint to Support Filename and Extension in Media URL

e CMS-19480: Provide Generic Field for Retrieving in Linked Contents in Structs or Set-
tings

o CMS-19468: Additional Headless Augmentation Calls without Commerce Connection
e CMS-19193: Query for Taxonomies by path

o CMS-18889: GraphQL Type PageGrid now Offers Name Property for Page Grid

e CMS-18878: MediaController Supports Conversion of Image Formats

o CMS-18844: New Fields Contain Lists of Content Objects Embedded in Richtexts

e CMS-18826: Custom Filter Queries

o CMS-18486: Loading of JSLT and REST Mappings From Plugins

e CMS-17909: Pagination for collections

e CMS-17512: New Plugin Extension Point: CopyToContextParameter

e CMS-20097: Configurable Log Pattern in Solr Base Image
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CMS-19985: Undeprecated CMLinkable#LOCAL_SETTINGS

CMS-19953: Tomcat TLD Scanning has been Disabled for all Applications Except CAE
CMS-19900: Added Headless Rest Mappings for Augmentation Queries

CMS-19802: Third-Party Update: Apache Solr and Transitive Dependencies
CMS-19734: Update of Commerce Adapter Versions

CMS-19524: Third-Party Update: Spring Boot and Related Dependencies

CMS-19456: Added the possibility to change the commerce reference of an augmented
content

CMS-19408: Query for Documents Tagged by Specific Taxonomies

CMS-19368: Explode Spring Boot Applications for Commerce Adapters at Startup
CMS-19166: Reproducible Maven Builds

CMS-19118: Reworked Commerce search API

CMS-18876: Removed Classic Studio Components

CMS-18735: Added EntityController and StudioRestController as ExtensionPoints for
Studio-Server Plugins

CMS-17506: Unify Link Building for Commerce-Led and Content-Led URLs

CMS-16276: Customization of CMQueryListimpl and SettingsStructToSearchQueryCon-
verter

Bugfixes

CMS-20313: Fixed Bug in LocalAndLinkedSettingsFinder

CMS-19862: Update of coremedia-application-maven-plugin to 3.0.1
CMS-19702: Third-Party Update: Spring-Security

CMS-19642: Fixed CAE Feeder deadlock for JMX access

CMS-19638: Third-Party Update: Apache PDFBox

CMS-19636: CAE Feeder Performance Improvement

CMS-19531: Fixed Output for cm encryptpasswordproperty

CMS-19293: The 'property' column of the 'System' table has now the length 100
CMS-19275: Verbosity of publishall

CMS-19272: cm validate-multisite: Enhanced Robustness for Huge Multi-Site Setups
CMS-19160: Blobs in structs get collected after version or content is destroyed
CMS-19103: Fix import-user script if no user xml files found

CMS-18680: Fixed Broken Order of Transformations
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o CMS-18530: Fixed Solr hostname and port disclosure with malicious REST request
e CMS-18237: Improve Studio robustness when no WorkflowRepository is available
e CMS-18163: Fixed multi-threading issues in cleanrecyclebin tool

e CMS-16741: Fixed a bug in ObservedPropertyService leading to seemingly missing
augmentations

e CMS-11312: Encrypt Initial Passwords
e CMS-9058: Fixed Content Feeder Handling of Destroyed Derived Content

e CMS-19671: Removed com.coremedia.elastic.social.springsecurity from component
scan

e CMS-19600: Cache Classes Listing in DataViewFactory MBean fixed

e CMS-19527: Avoid Cache Deadlock for TransformedBlobKey

o CMS-19416: PageGrid Issue on Category and Product Pages Fixed

e CMS-19244: Fixed cache size handling of the DataViewFactory

o CMS-18988: CapBlobHandlerTest doesn't fail even if mediatransform.xmlis populated
¢ CMS-18000: Sanitize user-data before logging it

e CMS-17644: Added hint for TransformedBlobCache usage

e CMS-20345: Window Skin removal

e CMS-20245: Fix commerce library lazy loading

e CMS-20221: Fixed Error On Closing CMPicture Document

e CMS-19707: FolderChooserListViewBase#getAvailablePathsExpression is now null
robust

o CMS-19611: Fixed Link List Suggestions for Site Specific Taxonomies

o CMS-18595: Added "defaultNameValueExpression" Parameter to QuickCreateMenultem
o CMS-19545: Modification of Issue Filter Ul selection

o CMS-19491: Added new config preferredSiteOnly for LinkListPropertyField

e CMS-19382: CategoryDocumentForm Expands when there is an Issue

e CMS-19267: Fixed Caching Issue in ViewTypeUtil

e CMS-19243: Cache Buster is once again only applied for GET requests

e CMS-19158: Fixed some timing problems in FolderChooserList

o CMS-19138: Possible Format-Loss For Richtext in Studio Fixed

o CMS-19133: Fixed type error when aborting a workflow

e CMS-19050: Studio Client Now Has X-Content-Type-Options "nosniff" Header
o CMS-18549: Fixed Timing Problem when Loading Site Specific Settings
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o CMS-17407: Fixed error when trying to republish a withdrawn folder

e CMS-16881: Controlroom: Start translation workflow button in toolbar hidden when
unusable

e CMS-16737: Fixed endless loop bug when opening the Studio library

o CMS-16061: Fixed console warnings about deprecated Ext.EventManager

e CMS-20021: Fixed Notification Menu Closing Bug

« CMS-19951: Mimetype of uploaded xpi files is now recognized as application/x-xpinstall
e CMS-19905: Improve 'mayPreview' of ConfigureDocumentTypePlugin

e CMS-19902: Fixed Caching Bug for View Types

e CMS-19733: Error for Editing History of Deleted User Fixed

e CMS-19715: Fixed Issue with Tab Expand Plugin

e CMS-19682: Fixed Error in Job Tooltip

o CMS-19589: Reject requests against Studio Server until the application is live and
ready

o CMS-19582: Fixed initialization of Studio ObjectMapper
e CMS-19389: Third-Party Update: Liquibase
e CMS-19323: Fixed Tooltip of Notification Menu Button

o CMS-19280: Embedding a CMHTML document into the richtext editor no longer leads
to errors

e CMS-19279: Theme Importer
o CMS-19119: Fix StackoverflowError in Studio Server when starting sync workflow
e CMS-19109: Fixed Referrer Invalidations

e CMS-19086: Enhanced Error Handling For Editorial Comments When Connected to
Old Server

e CMS-18892: Studio Locale Cookie with SameSite Lax

e CMS-17791: Fixed VisibilityValidator bug that caused NoSuchPropertyDescriptorExcep-
tion

e CMS-16028: BlobUploadXmpDatalnterceptor merging existing local settings now
o CMS-15263: Fixed Problem With Vanished Characters in Text Fields / Areas
e CMS-19773: RemovelikesTask updates counter "author:number_of_likes"

e CMS-18425: SimpleLinkFormatter link building properties configurable and protocol
default to HTTPS

e CMS-20015: Fix warning about spring.profiles at application startup
o CMS-18834: File logging can be disabled
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o CMS-19939: Extend live context environment with fragment connector disabled
e CMS-19675: Fixed propagation of CatalogAlias to CommerceBeans' StoreContexts

o CMS-19453: Fixed delegation to built-in commerce services for custom commerce
service implementations

o CMS-19324: Fixed a bug regarding ‘commerce.hub.cache’ properties
e CMS-20408: Refactor PluginConfiguration

e CMS-20315: Fix rendering of richtext in settings

e CMS-20007: Fix behaviour of CMHTML data property

e CMS-19701: Fix various nullability related issues

e CMS-19690: [Headless] Exposing Missing SEO Properties

e CMS-19689: Fix broken handling of arrays in input values for headless persisted
queries and rest endpoint

e CMS-19622: Ignore destroyed contents in LinkListAdapter

o CMS-19517: Fix ViewBysSiteFilterDataFetcher not checking DataFetcherResults
e CMS-19277: Configuration of custom Solr fields

e CMS-19073: SchemaParser ignores type extensions for inherited types

e CMS-19046: Headless Server sends HTTP header Strict-Transport-Security by default
o CMS-19045: Slightly improved error message handling

e CMS-18874: Spring Boot Endpoint Documentation added

e CMS-20426: Fix Check for Personal Data Usage

o CMS-20244: Third-Party Update : Tomcat

e CMS-19843: Third-Party Update : Ant

e CMS-19841: Third-Party Update : Tomcat

e CMS-19840: Third-Party Update : Jetty

e CMS-19830: ContentHub: ContentWritelnterceptors are now correctly applied for
subtypes

e CMS-19257: Third-Party Update: Netty
e CMS-19250: Third-Party Update: Jetty
e CMS-19077: Update of MongoDB Java Driver
o CMS-18890: Fixed OSM Marker Initialization
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4.5.1 Breaking Changes

CoreMedia Core

Removal: Deprecated Version of XliffExporter

The deprecated interface com.coremedia.translate.xliff.export
er.XliffExporter [cap-xliff] and its related interfaces and classes have been
removed.

Follow Section “Removal: Deprecated Version of XliffExporter” [187] for upgrade inform-
ation.

[CMS-20068]

Removal: Deprecated two-argument constructor of
DefaultContentToTranslateltemTransformer

The deprecated two-argument constructor of com.coremedia.trans
late.item.DefaultContentToTranslateltemTransformer (cap-
translate-item] has been removed:

Follow Section “Removal: Deprecated two-argument constructor of DefaultContentTo-
TranslateltemTransformer” [189] for upgrade information.

[CMS-20067]

Removal: Deprecated Interface Method ContentObjectSiteAspect.getignoreUpdates

The deprecated interface method ContentObjectSiteAspect.getIgnoreUp
dates () hasbeenremoved.

Follow Section “Removal: Deprecated Interface Method ContentObject-
SiteAspect.getlgnoreUpdates” [189] for upgrade information.

[CMS-20066]

Third-Party Update: Apache Tika and Transitive Dependencies
Apache Tika has been updated to new major version 2.1.0.

Follow Section “Third-Party Update: Apache Tika and Transitive Dependencies " [190] for
upgrade information.

[CMS-20039]
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Removal: Deprecated BaseCommandLineClient#addOptionValidated Method
The deprecated method com. coremedia.cmdline.BaseCommandLineCli
ent#addOptionValidated hasbeenremoved from the Java API. If you still use
it in your project code, switch to options.addOption (option) , options
and option referring to the arguments of addOptionValidated .

[CMS-20025]

Removal: Deprecated Site#getManagerGroupName Method
The deprecated method com.coremedia.cap.multisite.Site#getMan
agerGroupName has been deleted. If you still use it in your project code, replace it
with getManagerGroupNames () .stream () . find
First () .orElse ("") --mind, though, thatitis better respecting all group names
returned by getManagerGroupNames () .

[CMS-20003]

Removal: Deprecated Options of Some Commandline Tools
The command line tools publish, destroy and query donot support the option
paths any longer. Use path instead [also CSV capable, despite the singular name].
paths has already been undocumented for a while, so you might not even be aware
that it existed.

[CMS-19998]

Removal: Deprecated AbstractVersionSelector#addOption Method
The deprecated method com.coremedia.cmdline.management.Ab
stractVersionSelector#addOption hasbeenremovedfromthe JavaAPI.
If you still use it in your project code, switch to options.addOption{option], options and
option referring to the arguments of addOption .

[CMS-19996]

Removal: Deprecated CommandLineParameters#addOptionValidated Method
The deprecated method com.coremedia.cmdline.CommandLinePara
meters#addOptionValidated hasbeenremoved fromthe JavaAPI. If you still
useitinyour project code, switchto options.addOption (option) ,options
and option referring to the first two arguments of addOptionValidated .

[CMS-19993]

Removal: Deprecated AbstractUAPIClient#enableOutVerbose Method
The deprecated method com.coremedia.cmdline.AbstractUAPICli
ent#enableOutVerbose hasbeendeleted fromthe Java API. If you are still using
it in your project code, switch to com.coremedia.cmdline.BaseCommand
LineClient#enableVerboselLogging.

(CMS-19992)
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Removal: Deprecated MarkupUtil#isEmptyMarkup Method

com.coremedia.xml.MarkupUtil#isEmptyMarkup has been deleted.
Use #isEmptyRichtext (for CoreMediaRichtextonly) or #hasText (for markup
of arbitrary grammars] instead.

(CMS-19990]

New Feature: Workflow Final Actions and Archiving of Aborted Workflows

Workflows can now declare custom final actions, which are executed after a workflow
process has completed successfully or was aborted. To this end, a workflow definition
can contain <FinalAction> elements with custom classes that implement the
interface com.coremedia.cap.workflow.plugin.FinalAction.

Follow Section “New Feature: Workflow Final Actions and Archiving of Aborted Work-
flows™ [1983] for upgrade information.

(CMS-19768]

MongoDB Update to version 5.0.2

MongoDB has been updated to version 5.0.2 for the Docker Deployment. Note that an
upgrade is only possible from a 4.4.4 version. An upgrade from an earlier version needs
to be done successively. Please refer to the official MongoDB documentation on how to
upgrade: https://docs.mongodb.com/v5.0/release-notes/5.0-upgrade-standalone/

[CMS-19757]

MediaStore Changes
Database

Follow Section “MediaStore Changes” [194] for upgrade information.
[CMS-19748)

Issue Search Filter Enabled By Default and Solr Schema Changes

The Solr index schema for Content Feeder and CAE Feeder , and the configuration of
the Content Feeder was changed to enable the search filter for validation issues by de-
fault, and to also support Solr nested documents in the CAE Feeder .

Follow Section “Issue Search Filter Enabled By Default and Solr Schema Changes” [194]
for upgrade information.

[CMS-19606]

Solr Base Image added

A new base image has been added for the Solr search engine. The image can be found
on DockerHub at coremedia/solr-base . The image adds the scripting layer to setup a
leader / follower setup in the standalone Solr mode.

Follow Section “Solr Base Image added” [195] for upgrade information.
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[CMS-19599)

Changed Solr Terminology: Leader/Follower replaces Master/Slave

Apache Solr has replaced the names of their replication setup from Master/Slave to
Leader/Follower. These names have now been changed in Solr configuration files [
solrconfig.xml ] and CoreMedia documentation. For details of the change in
Solr, see https://solr.apache.org/guide/8_8/solr-upgrade-notes.html#solr-8-7 .

Follow Section “Changed Solr Terminology: Leader/Follower replaces Master/Slave” [195]
for upgrade information.

[CMS-19302)

Third-Party Update: Apache Solr 8.8.2

Apache Solr has been updated to version 8.8.2, which fixes some security vulnerabilities
of the previous version.

Follow Section “Third-Party Update: Apache Solr 8.8.2" [196] for upgrade information.
(CMS-19266)

Content Server and Workflow Server do not use corem.home anymore

The corem.home directory and system property are no longer used by the Content
Server and Workflow Server.

Follow Section “Content Server and Workflow Server do not use corem.home any-
more” [197] for upgrade information.

[CMS-19112)

Commerce Validator Issue Feeding

Commercerelated validatorissues definedin LeStudioValidatorsConfigur
ation arenow also feeded into the Solrindex "studio" by default. Therefore the Content
Feeder now also uses Commerce Hub connections to configured Commerce Adapters
. The legacy (and deprecated) LiveContext Blueprint extension for IBM/HCL B2B is not
supported.

Follow Section “Commerce Validator Issue Feeding” [198] for upgrade information.
[CMS-18965)

Removal: Deprecated Search and Feeder Configuration Properties

Several deprecated configuration properties have been removed for the Content Feeder
, the CAE Feeder and for applications that connect to Solr for searching.

Follow Section “Removal: Deprecated Search and Feeder Configuration Properties” [199]
for upgrade information.

[CMS-17959]
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Improved CAE Feeder Database Usage

The CAE Feeder was improved to store data more efficiently in the database, which re-
duces database disk space requirements and improves throughput. To this end, the
data type of some database columns was changed from a string type to a binary type.
This change also applies to custom applications based on the Proactive Engine .

Follow Section “Improved CAE Feeder Database Usage” [200] for upgrade information.
[CMS-16722)

Removal: Deprecated Watchdog and Probedog infrastructure

The Watchdog and Probedog components have been removed. To implement the same
functionality you can use Spring Boot actuators together with an orchestration solution.
In addition to the standard actuators of Spring Boot, CoreMedia adds a set of custom
endpoints to represent the health state of the applications. You find the documentation
in the operations basics handbook.

Follow Section “Removal: Deprecated Watchdog and Probedog infrastructure” [200] for
upgrade information.

[CMS-7318]

Improved Translation Workflow Auto-Merge

The "Auto-Merge" feature used in translation workflows to copy property values from
master to derived content items has been improved. In previous releases, it completely
ignored translatable properties and never changed such properties in the derived content.
This has been changed because it could lead to unexpected results, especially for
properties nested in structs. Furthermore, the merge algorithm was improved for link
annotations.

Follow Section “Improved Translation Workflow Auto-Merge” [201] for upgrade information.
(CMS-19187]

Secure Blob Access
Blob access by clients is protected against URL guessing now. If you want to use com-
ponents from earlier CMCC releases with new content servers, you must set the applic-
ation property cap.server.blob-md5-permission-checkto false for
the new content servers.

[CMS-7021)

blueprint-doctypes-xmlrepo.xml: Available in Blueprint Sources
The blueprint-doctypes-xmlrepo.xml located in so-called Blueprint-
Base, unavailable to most customers, now has a copy in the Blueprint module test-
util.
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Follow Section “blueprint-doctypes-xmlrepo.xml: Available in Blueprint Sources” [202]
for upgrade information.

(CMS-2487]

CoreMedia Content Application Engine

Removal: CAE Module cap-editing-pbe-taglib-component

The unused and deprecated module cap-editing-pbe-taglib-component
has been removed. It is recommended to use the tags cm: previewScripts and
cm:metadata of the CAE tag library in JSP templates instead of the removed tags
pbe:head and pbe:contextinfo , respectively.

[CMS-20438)

Moved static CAE resources to '/static/'

Build-in static CAE resources were movedto ' /static ' Althoughthisitis notahard
requirement that static resources be served fromthe ' /static 'path we dorecom-
mend to serve static resources using this prefix because it supports a clean separation
of static resources from servlet mappings when developing rewrite rules.

[CMS-20436]

Deprecation of Image Operations

The image operation gamma and the parameters of the unsharpMask are now de-
precated. Both operations couldn't be controlled by editors in the Studio directly for
single images. They also haven't been used in the Blueprint by default.

Follow Section “Deprecation of Image Operations™ [203] for upgrade information.
(CMS-20342]

Removal: CAE Code Minification

The deprecated and unused interface com.coremedia.blue
print.cae.view.processing.Minifier hasbeenremoved. Itisrecom-
mended to minify and optimize CSS and JavaScript files during build steps in the
frontend workspace. This will be done by the blueprint default webpack configuration.
Therefore the property disableServerSideCompression hasbeenremoved
from Theme Configuration and build scripts too.

[CMS-20323]

Removal: Elastic Social Personalization Extension
The Elastic Social Personalization extension was removed without replacement.

[CMS-20295]
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Deprecation: Property "ieExpression” of CMAbstractCode

The doctype property ieExpression of CMAbstractCode hasbeendeprecated
due to removal of Internet Explorer support. All usages will be removed soon.

(CMS-20143]

Removal: Deprecated Sitemap URI Pattern /service/sitemap/{sitemapPath}
The deprecated Sitemap URI Pattern /service/sitemap/\ {sitemapPath\
} and the related handler have been removed from com.coremedia.blue
print.cae.sitemap.SitemapHandler [ cae-base-1ib ]. The same
applies to private members ACTION NAME and SITEMAP PATH which are now
obsolete.

Follow Section “Removal: Deprecated Sitemap URI Pattern /service/sitemap/{sitemap-
Path}” [204] for upgrade information.

[CMS-20048]

Removal: Deprecated UriComponentsHelper#addQueryParameters Method

The deprecated method com.coremedia.objectserv
er.web.links.UriComponentsHelper#addQueryParameters has
been deleted. If you still use itin your project code, switch to UriComponentsBuild
erfqueryParams (MultivValueMap)

[CMS-20001]

Deprecation: ContentBlobHandlerBase

com.coremedia.objectserver.web.ContentBlobHandlerBase
has been deprecated. No handlers use it any longer. If you still need it in your project
code, please contact the CoreMedia support.

[CMS-19984]

Removal: Deprecated ContentBlobHandlerBase#URIVARIABLE_VERSION Field
The deprecated field com.coremedia.objectserver.web.Content
BlobHandlerBase#URIVARIABLE VERSION hasbeendeleted fromthe Java
APl. Theresultmap of ContentBlobHandlerBase#buildBlobLink contains
no entry for this key any longer. If you still use it in your project, migrate to Content
BlobHandlerBase#URIVARIABLEiETAG .

[CMS-19983]

Removal: BlueprintFreemarkerFacade functions

Both deprecated Freemarker functions getContainerMetadata () and get
DisplaySize () have beenremoved. Please use Container#getContain
erMetadata () and getDisplayFileSize () instead.

[CMS-19958]

COREMEDIR CONTENT CLOUD




Release Information | Breaking Changes

Removal: Deprecated Methods of CMProductList
The deprecated Methods from the CMProductList interface have been removed. The
implementation of those methods are still available in '"CMProductListimpl.java' as they
are used in 'livecontext-dataviews.xml'.

(CMS-19409)

Removal: CAE TokenResolver Class

Classes com.coremedia.objectserver.web.links.TokenResolver
and com.coremedia.objectserver.web.links.TokenResolver
Helper were removed because token resolving repeatedly caused encoding issues
with links. Use Spring utilities to build URI components and their built-in support to replace
variables instead.

[CMS-19163]

CAE cache-control default behavior changed
In CAE responses the "s-maxage" value in Cache-Control header was forced to be set
to the same value as for "max-age", regardless of whether there was a separate config-
uration for "s-maxage". A factor can now be configured for setting the "s-maxage"
headervalue inrelation to "max-age" [see new property "cae.cache-control.s-maxage-
factor"). Default value is "0.0" which means that no "s-maxage" is set unless it is explicitly
configured. The old behavior can be restored by setting the value "1.0".

(CMS-19104)

Removal: LiveContext IBM/WCS implementation

The deprecated LiveContext HCL/IBM extension in the blueprint has been removed. It is
replaced by the Commerce Hub. Connections to an eCommerce system are no longer
established directly, but only via Commerce Hub/Adapter. The example Aurora B2B sites
have been removed from the demo content. As a result, a few features of the B2B support
have also been omitted. Note, there is still no replacement in the Commerce Hub for
them. In detail, these are the handling of workspaces and contracts.

[CMS-19089]

Moved internal CAE controllers to management application context

In CM10 the CAE exposed several endpoints below ' /blueprint/servlet/in
ternal 'which had to be handled separately when setting up URL rewrite rules so
that they cannot be accessed from the public internet. In CM11 they are now configured
to be included in the spring boot management context (together with the actuators]
and are available on a different port by default in blueprint deployment port 80810n the
CAE Docker Container and mapped to 40981 for preview and 42181 for live CAE]. Affected
endpoints are concerned with URL generation [ /blueprint/servlet/intern
al/service/url ], sitemap generation [ /blueprint/servlet/intern
al/<siteid>/sitemap-org]andtest URL generation( /blueprint/ser
vlet/internal/<siteid>/testurls).
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Follow Section “Moved internal CAE controllers to management application context” [207]
for upgrade information.

[CMS-18333]

Removal: BlueprintFreemarkerFacade functions

Both deprecated Freemarker functions createBeanFor () and createBeans
For () have beenmoved from BlueprintFreemarkerFacade to Livecon
textFreemarkerFacade , because of the remaining usages in livecontext tem-
plates. We recommend to not use the functions in projects.

[CMS-15880]

Optimize Rendering of embedded content in Richtext

When embedding content (esp. images] inrichtext, asRichtextEmbed templates
are likely to break HTML validity by rendering <diwv> blocks inside the richtext's <p>
context. So far, the Blueprint's PDivUntanglingFilter tried to be smart and
adjust the HTML accordingly by closing and reopening the <p> context around an em-
bedded object. However, this magic never really matched projects' expectations about
theresult, because it sometimes led to unwanted additional paragraphs or empty links.

Follow Section “Optimize Rendering of embedded content in Richtext” [208] for upgrade
information.

[CMS-19278]

Removal: Sitemaps generation for commerce sites
The sitemap generation for commerce sites is removed from the CAE. The implementation
was part of the old IBM livecontext extension that was also removed. The feature can
be re-implemented by integrating the com. coremedia.livecontext.ecom
merce.ibm.cae.sitemap package from CMCC 10 blueprint.

[CMS-19247]

Removal: CMHasContextsImpl#getDataViewFactory() method

CMHasContextsimpl#getDataViewFactory(] has been removed, since its usage could
lead to cyclic dependencies or uncontrolable cache invalidations.

[CMS-18512)

Richtext Pagination

ParagraphHelperf#createParagraphs (Markup, int) wassupposed
to paginate Richtext at headings [ &1t ;p> elements with class attributes p—\—
heading-1-4]eversince. Due to a bug, this feature was broken. Now, it is fixed, so
you might observe more pages. This concerns especially CMTeasableImpl#get
TextAsParagraphs . If you don't like the fixed pagination, omit the change in
StAXBlockElementPaginator. java:81 whenyou update the Blueprint.
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[CMS-13015]

CoreMedia Studio Client

Removal: Deprecated TabManager Classes/Interfaces
The following deprecated classes/interfaces have been removed from “editor-compon-
ents’:

Follow Section “Removal: Deprecated TabManager Classes/Interfaces” [209] for upgrade
information.

[CMS-19921)

Removal: CommerceConnection#getVendorXXX Methods
The following methods of the interface com.coremedia.livecontext.eco
mmerce.common.CommerceConnection wereremoved without replacement:

Follow Section “Removal: CommerceConnection#getVendorXXX Methods” [210] for up-
grade information.

[CMS-19750]

Removal: Studio Packages Proxy App

The Studio Packages Proxy App has been removed. The new plugin mechanism can be
used instead. See documentation for details.

(CMS-19698]

For contents having a "data"-property, the links for those blobs are now rendered
instead of simple content links

Render links for blobs in the headless richtext instead of the previous content links
which weren't optimal for content types like CMDownload or CMPicture where you might
just be interested in the link to the data.

(CMS-19669]

Removal: Legacy Search Facets API from Studio

The support for the legacy commerce search facets had been removed from the Studio
client and backend. The facet editor for product lists does only support the multi-facet
selection from now on.

Follow Section “Removal: Legacy Search Facets API from Studio” [210] for upgrade in-
formation.

[CMS-19295]
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Moved: Modules Moved to new Package
The following modules have been moved to the new npm package @coremedia/stu
dio-client.main.ckeditor4-components
Follow Section “Moved: Modules Moved to new Package” [211] for upgrade information.

[CMS-18571)

Deprecation: Configuration hidelssuesButton in Control Room

Deprecated configuration hideIssuesButton of com.coremedia.cms.ed
itor.controlroom.workflow.translation.DefaultTranslation
WorkflowDetailForm asithas no effect anymore. The property will be removed
in the next major release

[CMS-18021]

BooleanPropertyField Label Changes

We fixed a bug where BooleanPropertyFields had no tooltip. For this, we changed anin-
ternal plugin of the field. To this end, resource bundles need to be adapted to display
the correct field labels.

Follow Section “BooleanPropertyField Label Changes™ [212] for upgrade information.
[CMS-20399)

ILinkListWrapper Manipulation Methods Are Now Asynchronous By Signature

We needed to change the behaviour of #setLinks(], #addLinks(], #addLinksAtindex(],
#movelinks(], #moveLinksTolndex() and #removelinksAtindex(] for some important
implementations of ILinkListWrapper to be asynchronous. As a consequence, we changed
the signature of these methods to return a Promise. In custom implementations where
no asynchronicity is needed, the code can simply be changed as in the following example.

Follow Section “ILinkListWrapper Manipulation Methods Are Now Asynchronous By Sig-
nature” [212] for upgrade information.

(CMS-19108]

Fixed Inconsistent Usage of ILinkListWrapper#acceptsLinks
Thefunction ILinkListWrapper#acceptsLinks hadunclear documentation
and therefore was neither used nor implemented consistently.

Follow Section “Fixed Inconsistent Usage of ILinkListWrapper#acceptsLinks” [213] for
upgrade information.

[CMS-18849]

Simplified Most of the Configuration to [ExtConfig]

We simplified most of our configuration for Ext-Components from Bindable to ExtConfig
.In case you are not working only with our Public API [and not, for example, with native

COREMEDIR CONTENT CLOUD



Bindable
ExtConfig

Release Information | Breaking Changes

JavaScript in Studio] this has no impact. Otherwise you might need to change access
to configuration in your native JavaScript from "getSomeConfig" and "setSomeConfig"
to "someConfig".

[CMS-16977]

CoreMedia Studio Server

Redesign of Jobs, Toasts and Notifications
The running jobs window has been redesigned and aligned with the new Studio design.

Follow Section “Redesign of Jobs, Toasts and Notifications™ [214] for upgrade information.

[CMS-19563]

Added Search Filters for Library Extension

The Studio library does support search filters for extensions now. As a result, search filters
can now be added for commerce integration. The existing search filters work as before
and saved searches aren't affected by this change.

Follow Section “Added Search Filters for Library Extension™ [215] for upgrade information.
(CMS-19094]

Validators

You can declare validators not only as Spring beans, but alternatively also by JSON
configuration files now. This is supported for most core validator classes, except of
those which make only sense as singletons and which are provided by default, like the
AvailableLocalesValidator . Most Blueprint validator classes can easily
be enabled for Json configuration in the project, if needed.

Follow Section “Validators” [216] for upgrade information.

[CMS-18931]

CatalogAlias configuration for single catalog setups
Configured catalogAlias below commerce#catalogConfig#catalogAlias is used to store
commerce ids from now on.

Follow Section “CatalogAlias configuration for single catalog setups” [216] for upgrade
information.

[CMS-20303]

Use stable IDs in CAE Fragment Requests, if Possible

So far the id parameter of commerce fragment requests from the CoreMedia fragment
connector to the CAE were treated as external technical IDs, whereas all other commu-
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nication uses stable external IDs for commerce entities. This leads to unnecessary
cache misses, commerce communication and memory consumption in the CAE and
commerce adapter caches.

Follow Section “Use stable IDs in CAE Fragment Requests, if Possible” [217] for upgrade
information.

[CMS-19920)

Optimized Taxonomy Performance

The performance of the DefaultTaxonomy has been improved. This has been achieved
through better UAPI caching. In addition, the property maxDocumentsPerFolder can be
set now. This property will trigger the creation of new taxonomy documents created by
the Taxonomy Manager in a new sub-folder named with a UUID once the default folder
has reached the configured amount of documents. New sub-folders are created this
way every time when the last used one has reached its limit.

Follow Section “Optimized Taxonomy Performance” [217] for upgrade information.

[CMS-19418)

CoreMedia Workspace

Banned Jakarta EE 9 Artifacts

There is a mismatch between Maven coordinates and Java packages of Jakarta EE 8/9
artifacts. [For details s ee
https://www.eclipse.org/community/eclipse_newsletter/2020/november/1.php .] We
follow the strategy of Spring Boot 2.5 of how to deal with this problem and ban all Jakarta
EE 9 artifacts. If you use Jakarta EE 9 artifacts in your project, please try to replace them
with the according Jakarta EE 8 libraries.

[CMS-19484)

Removal: Deprecated Properties
Properties that were deprecated because they were replaced by Spring Boot configuration
properties have now been removed:
Follow Section “Removal: Deprecated Properties” [218] for upgrade information.

[CMS-19116]

Updated to Spring 5.3.12 and Spring Boot 2.5.6
In order to benefit from the improvements of the latest version of the Spring framework
and to prepare for making use of the new features various 3rd party libraries have been
updated.
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Follow Section “Updated to Spring 5.3.12 and Spring Boot 2.5.6" [225] for upgrade inform-
ation.

[CMS-18517]

Removal: repository.workflow, repository.caplist, and usecaplist Properties

Removed the properties repository.workflow, repository.caplist
,and usecaplist .Use repository.workflow.connect instead of re
pository.workflow and repository.caplist.connect instead of
repository.caplist and usecaplist.

(CMS-17426]

Switched to Sencha CMD 7.2.0.84

Please use Sencha CMD 7.2.0.84 to build the studio-client to avoid heap space related
problems after switching to the new NPM/TypeScript based tooling.

(CMS-20076]

Mongo shell replacement mongosh

The mongo shell has been deprecated with MongoDB 5.0. The replacement shell is
mongosh. Usages of mongo shell have been replaced with mongosh in documenta-
tion, deployment scripts and the example script dump-es-user-data.js.

[CMS-19884]

Renamed groupld com.coremedia.content-hub to com.coremedia.cms

The groupld of the content-hub core artifacts has been changed from com.core
media.content-hub to com.coremedia.cms inorder to adjust to naming
conventions.

[CMS-16969)

CoreMedia Frontend Workspace

Removal: IE11 Support in Themes and Bricks

The example themes and bricks in the frontend workspace do not support Internet Ex-
plorer 11 anymore by removing it from the browserlist entry in the pack
age.json . Also extra polyfills for I[E11in the blueprint bricks and in the tooling have
been removed. You can still add polyfills or custom styles for IE11 to themes and bricks
in your projects. You may need to adapt the webpack and babel configuration.

(CMS-20138]
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Changed Package Manager in Frontend Workspace from yarn to pnpm

The package manager of the frontend workspace has been changed from yarn to
pnpm. Yarn inversion Tis not maintained anymore and pnpm is fast, efficient, strict
and supports monorepos without additional libraries like lerna . Please check
https://pnpm.io/ for more details and installation. Please use the latest 6.x version of
pnpm . Changes to the tooling should not affect any bricks or themes in your project.

Follow Section “Changed Package Manager in Frontend Workspace from yarn to pn-
pm” [227] for upgrade information.

[CMS-19955]

Third-Party Update: Node.js 16

Node.js has been updated to the latest LTS version 16. Please update your local install-
ation to version 16 for local development too. Node.js version 14 is not supported!

[CMS-19245]

CoreMedia Deployment

Update to Latest Commerce Adapter Versions and Adaption of Configurations

The [default) versions of the commerce adapters have been updated to the latest 2.0.x
versions. The new adapter versions require some configuration changes:

Follow Section “Update to Latest Commerce Adapter Versions and Adaption of Config-
urations” [228] for upgrade information.

[CMS-20063]

Enable Readiness and Liveness Health Group Endpoints

With Spring Boot 2.3 it is possible to define two extra subpaths of the health actuator to
be used as the probing endpoints of the liveness and readiness checks in Kubernetes.
This change enables those groups and adds the relevant checks to these groups.

Follow Section “Enable Readiness and Liveness Health Group Endpoints” [229] for upgrade
information.

[CMS-19923)

Enables deployment of SFMC via docker-compose.

Includes global/deployment/docker/compose/sfmc.yml to deploy
SFMC via docker-compose.

[CMS-19249]
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Removal: Deployment Archive with Chef Deployment

The Deployment Archive has been removed. Please use the container images build by
the *—app Maven modules to deploy CoreMedia. The Docker compose development
setup, shows what images need to be used, what environment variables are mandatory
and how ports and volumes need to be mapped.

[CMS-19157]

Container Image Build Process Changes

The dockerfile-maven-plugin hasbeenreplacedwiththe google-jib-
plugin tobuild OCI conform containerimages, because the dockerfile-maven-—
plugin isnolonger maintained. The google-jib-plugin integrates well with
Spring-Boot applications and allows to build images securely without Docker being in-
stalled. This allows for a rootless, daemonless build but restricts the image building
process to use only adding image layers by adding resources. There is no possibility to
execute any RUN steps during the build process. Building the images without docker
now requires a configured container registry although it is still possible to build images
in the local docker daemon, without the need of a registry.

Follow Section “Container Image Build Process Changes™ [230] for upgrade information.
(CMS-18332]

Traefik update in Docker Setup
Traefik has been updated to 2.5.
Follow Section “Traefik update in Docker Setup” [232] for upgrade information.

[CMS-16416)

CoreMedia Commmerce Hub

Removal: Special Commerce Hub API for Preview URLs
The special treatment of Studio preview urls has been removed from Commerce Hub
API. Now preview urls are generated the same way as the other commerce related links
via LinkTemplates and dynamic replacement values. Most of the changes took place
within the commerce adapter workspaces. On the CMS side the PreviewUr(Service has
been deleted and there are changes in the CommerceStudioLinks.

Follow Section “Removal: Special Commerce Hub API for Preview URLs" [232] for upgrade
information.

[CMS-20308]
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Updated Multi Catalog Configuration
The catalog alias configuration for the multi catalog feature has been updated. The
former Studio content configuration setting "livecontext.catalogAliases" has been re-
moved and needs to be updated, if you use multiple catalogs for one site. If you do not
use the multi catalog feature there is no action required.

Follow Section “Updated Multi Catalog Configuration™ [233] for upgrade information.
[CMS-20130)

Removal: Deprecated Methods and Implementation

Removed deprecated methods getCapacity/getCacheTimesInSeconds
of class com.coremedia.blueprint.base.livecontext.ecom
merce.common.CommerceCache . Also removed its 1sEnabled method
because the commerce cache can no longer be disabled.

Follow Section “Removal: Deprecated Methods and Implementation” [234] for upgrade
information.

[CMS-20114)

Removal: LC3 SearchService

Removed the interface com.coremedia.livecontext.ecom
merce.search.SearchService because commerce hub does not support
search suggestions. Search is supported via com.coremedia.livecon
text.ecommerce.catalog.CatalogService#search.

(CMS-19704]

Removal: Deprecated Developer Feature Candy Shop URLs

The deprecated developer feature "Candy Shop URLs" has been removed from the
Blueprint. There is no replacement planned, developers will need to configure their local
machine in the shop configuration to retrieve fragments from their localhost. Frontend
development is easily possible through the Frontend Developer workflow and uploading
of local Themes to the CMS.

[CMS-19695]

CurrentStoreContext and UserStoreContext API change

Deprecated methods have been removed from com.coremedia.blue
print.base.livecontext.ecommerce.common.CurrentStoreCon
text and com.coremedia.blueprint.base.livecontext.ecom
merce.common.CurrentUserContext .

Follow Section “CurrentStoreContext and UserStoreContext APl change” [234] for upgrade
information.

[CMS-19451)
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Removal: Obsolete Base Classes from LiveContext Test Modules
With the introduction of the Commerce Hub, the connections to commerce systems
have been moved away from the central CMS services to the commerce adapters. After
all legacy LiveContext extensions [those, that don't use the commerce adapters) have
been removed, their base test classes are now obsolete and have also been removed.

[CMS-19345]

Removal: Hoverfly Extension Classes from LiveContext Test Modules

With the introduction of the Commerce Hub, the connections to commerce systems
have been moved away from the central CMS services to the commerce adapters. The
tests that require commerce connections (whose requests and responses can be recor-
ded and replayed with Hoverfly] have been moved, too, making the Hoverfly extension
classes in LiveContext test modules obsolete, hence they have now been removed.

[CMS-19343]

Removal: Deprecated Legacy Search API from LiveContext Extensions

CMCC11 doesn't support old adapter versions with legacy search APl anymore. Legacy
commerce client APl and implementations have been removed. This includes:

Follow Section “Removal: Deprecated Legacy Search APl from LiveContext Exten-
sions” [236] for upgrade information.

[CMS-19290)

Removal: Deprecations from LiveContext API

The old LiveContext APl is used to access the Commerce Hub / generic commerce client
from Studio and other clients. Some deprecations have now been deleted that are not
needed anymore or that are not supported by the Commerce Hub. They are in detail:
the AvailabilityService [not supported by the CommerceHub, should be requested directly
from the commerce system], UserServer and UserSessionService [not needed anymore,
the whole part of session sync between the CMS and the commerce system is gone,
only the login/logout can be done via the commerce adapter], the AssetUrlProvider [is
also not needed anymore].

[CMS-19221)

Removal: Deprecated lc-extension Related LinkSchemes

Obsolete deprecated linkschemes used for commerce integration via lc-extension have
been deleted.

[CMS-19215]

Removal: com.coremedia.blueprint.base.livecontext.service Package

Thedeprecated com.coremedia.blueprint.base.livecontext.ser
vice package has been removed without replacement as it was part of the legacy
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Blueprint commerce integration. The Commerce Hub integration does not yet offer
corresponding classes dealing with connections to Storefront services.

Follow Section “Removal: com.coremedia.blueprint.base.livecontext.service Pack-
age” [237] for upgrade information.

[CMS-19214)

Removal: Deprecated Livecontext Classes and Methods

Theclasses AbstractCommerceBean and SpringCommerceBeanFactory
from package com.coremedia.blueprint.base.livecontext.ecom
merce.common were removed. Use com.coremedia.blue
print.base.livecontext.client.beans.ClientCommerceBean
FactoryMethodRegistry instead.

Follow Section “Removal: Deprecated Livecontext Classes and Methods™ [237] for upgrade
information.

[CMS-19213]

Removal: Deprecated Commerce Cache Invalidation Implementation

The deprecated source code for the Commerce Cache Invalidation of the LiveContext 3
extensions has been removed. Customizations based on that implementation have to
be updated to work with the commerce cache invalidation implementation of the com-
merce hub (in commerce adapters and in the commerce hub client implementation].

[CMS-19212]

Removal: The ForVendor-Methods from the CommerceConnection

Removed methods com.coremedia.livecontext.ecommerce.com
mon.CommerceConnection#getServiceForVendor and com.core
media.livecontext.ecommerce.common.CommerceConnec
tion#getQualifiedServiceForVendor . Use class com.core
media.blueprint.base.livecontext.ecommerce.common.Com
merceServicesForVendor instead.

(CMS-19124)

Simplified Registration of Custom Commerce Bean Types

Theclass com.coremedia.livecontext.ecommerce.common.Commer
ceBeanTypeRegistry was removed and com.coremedia.livecon
text.ecommerce.common.CommerceBeanType was converted from an
interface to an implementation class. Instead of registering enum classes defining
custom commerce bean types you may now define custom commerce bean types on
demand by calling com.coremedia.livecontext.ecommerce.com
mon.CommerceBeanType#of (String) .Thissolves theissue of class loading
order which occasionally lead to missing custom commerce bean types at runtime.
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Follow Section “Simplified Registration of Custorn Commerce Bean Types” [238] for up-
grade information.

[CMS-17159]

Removal: CommerceConnection#getClone Method

Removed com. coremedia.livecontext.ecommerce.common.Commer
ceConnection#getClone . Commerce Connection instances must not be
modified after creation.

[CMS-15229]

CoreMedia Headless Server

GraphQL Java Libraries Updated to Version 17.3
These libraries have been updated:

Follow Section “GraphQL Java Libraries Updated to Version 17.3” [239] for upgrade inform-
ation.

[CMS-20157]

Swagger Updated to Latest Version

Swagger and the related libraries were updated for maintainability reasons. The updates
made some refactorings necessary. As a consequence, the previously public api package
com.coremedia.caas.web.rest hasbeenrevoked, asitdoesn't contain any
classes anymore. The previous public 3rd party package springfox hasbeenrevoked
also, as the CoreMedia classes do not expose the Springfox annotations are anymore.

Follow Section “Swagger Updated to Latest Version” [240] for upgrade information.
(CMS-19836)

Refactoring of Adapters

Due to an internal refactoring, some of the adapters used in the content-schema had
to be refactored as well. Where possible we tried to be non breaking. Nonetheless some
changes lead to breaking changes in the content-schema:

Follow Section “Refactoring of Adapters” [240] for upgrade information.
(CMS-19796]

Filter Predicates May Now Access the DataFetchingEnvironment

Filter predicates were formerly a simple Predicates. They now use a dedicated interface
which marks them as ExtensionPoints and they act as a BiPredicate.

[CMS-19769]
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Headlless Server Deprecations for CoreMedia CMCC 11

These previously announced deprecations were carried out with the major release of
CoreMedia CMCC 11:

Follow Section “Headlless Server Deprecations for CoreMedia CMCC 11" [241] for upgrade
information.

[CMS-19685]

New Feature: Plugin Extension Point FilterPredicate
With the new extension point FilterPredicate it is possible to add filter predicate via the
means of a plugin. This change is considered breaking, as customers/implementers
have to use the new interface FilterPredicate instead of the more generic Predicate<0b-
ject>. FilterPredicate is just a marker interface, so the necessary changes are minimal.

[CMS-19641)
AbstractDynamicListAdapter#getltems and SearchServiceAdapter#search now return

DataFetcherResults

AbstractDynamicListAdapter#getitems and SearchServiceAdapter#search now return
a DataFetcherResult, which wraps data and error information. This enables a uniform
way to transfer information about errors from the backend to the client via the errors
field in the GraphQL response.

[CMS-19428]

Removal: Deprecated Headless API for Commerce Entities

The old commerce schema extension of the CoreMedia Headless Server was deprecated
in 2101 and is now removed.

Follow Section “Removal: Deprecated Headless API for Commerce Entities” [242] for
upgrade information.

[CMS-19322]
Removal of ViewBySiteDataFetchingEnvironment, Public APl Changes of

RemoteLinkWiringFactory and RemoteLinkDataFetcher

Theclass ViewBySiteDataFetchingEnvironment hasbeenremoved. Use
builderof DataFetchingEnvironmentImpl.newDataFetchingEnvir
onment () instead. The RemoteLinkWiringFactoryandthe RemoteLink
DataFetcher takea remotelLinkDataLoader asconstructorargument. The
method CaasWebConfig#getForwardHeaderMap hasbeenremoved. Retrieve
the map from the environment context instead.

(CMS-19155]

Addition: New RichText Type to Encapsulate the Different Representations of Richtext

Introduced a new RichText type in the schema to encapsulate the different representa-
tions of RichTexts, like text as tree and linked contents in RichText. The old fields are
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deprecated and moved into the new type. The field detailTextLegacy and
teaserTextLegacy wereintruduced to provide easy access to the former behavior
of the detailText and teaserText fields.

[CMS-19107]

Changed Configuration Properties
The following configuration properties have changed and are now defined in the class
CaasSearchConfigurationProperties:
Follow Section “Changed Configuration Properties” [243] for upgrade information.

[CMS-19076]

Ordered Content Schema

The content-schema file was ordered alphabetically by types, in order to raise the
readability of the schema. Since the changed order does not change the code, this
change does not break directly. However, customers who changed the content schema
directly in that file (Blueprint], will most likely encounter a merge conflict.

[CMS-19071]

Site Query by Root Segment

Starting with 2104.1, the site query now additionally supports'rootSegment' as a query
parameter as an alternative to 'siteld". The new feature is considered breaking, if the
pageByPathAdapter was used! PageByPathAdapter was renamed to ByPathAdapter and
the implementation to fetch a site object was moved there. The old implementation in
ContentRoot was deprecated.

[CMS-18930]

Loading of Persisted Queries from Plugins
Headless server supports loading resource files containing persisted query definitions
from the content of plugins.
Follow Section “Loading of Persisted Queries from Plugins” [244] for upgrade information.

[CMS-18315]

Content Types in Search are Now Validated

While searching, non existent content types were simply ignored, leading to the situation,
that the search wasn't restricted to any content type at all. As this behavior led to bigger
result set than expected and may hide bugs on the client side, a content type validation
was introduced. Whenever an invalid, non existent content type is given, headless will
respond with one GraphQL error message per invalid content type.

Follow Section “Content Types in Search are Now Validated” [245] for upgrade information.

[CMS-17298]
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CMProductTeaser change in headless
CMProductTeaser#teaserTarget and CMProductTeaser#teaserTargets always return

null since only the CMProductTeaser#productRef should only be used. The teaser target
can not be set in Studio anyways.

Follow Section “"CMProductTeaser change in headless” [245] for upgrade information.
(CMS-20193]

Headless Commerce: Remove Autocompletion for Breadcrumb Parameter

The breadcrumb parameter is not completed automatically anymore, if the category "
root "is missing. Make sure that the breadcrumb parameter contains all categories
from leaf to root category, including the root category itself.

Follow Section “Headless Commerce: Remove Autocompletion for Breadcrumb Para-
meter” [245] for upgrade information.

[CMS-20085]

JsonPreviewClient was refactored to Spring AutoConfiguration

The JsonPreviewClient was refactored to use Spring AutoConfiguration. As a consequence
class com.coremedia.blueprint.headlessserver.JsonPreview
ClientConfig wasremoved from blueprint. The removalis breaking, if JsonPre
viewClientConfig wasadapted by developers.If not, the change is non-breaking,
as JsonPreviewClientConfig only contained a component scan which was
replaced by the new AutoConfiguration.

[CMS-19941)

Removal: ViewMapperConfig Class

The Spring Configuration class com. coremedia.caas.web.ViewMapperCon
fig was removed from from public API. The change didn't affect any configuration
properties. The config was meant to expose the existing view mappings during runtime,
as the mapping may change during runtime by editing, removing or deleting the
homepage of a site. As a configuration class is not meant to expose dynamic runtime
data, the class was refactored. The mappings can now be acquired via an actuator at
/actuator/siteRestrictedEndpoints.

[CMS-19885]

Aligned Behavior of StructAdapter to Same as in SettingsAdapter

When querying for a settings path via StructAdapter, the behavior varied from the one
implemented in SettingsAdapter. The behavior of the StructAdapter was now aligned to
the behavior of the SettingsAdapter. The documentation was updated accordingly.

[CMS-19452]
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Default Java heap for Headless Server reset to 1GB in Dockerfile

This change only affects customers coming from CoreMedia versions 2101.1, 2101.2 and
2101.3 who use the Docker deployment. The default Java heap for the Headless Server
has been reset from 2048m to 1024m in the Dockerfile of the Headless Server. The Java
heap can, but does not have to be increased for performance optimization.

[CMS-19210]

Headless Server Schema Changes

Replace the usage of Locale: : toString with Locale: : toLanguageTag
for the locale fields. This changes the behavior of the locale-field of the Site and CMLoc-
alized types by changing the format of the locale field. Additionally removing the deprec-
ated "languageld" field from the Headless Server schema.

(CMS-19096]

Support ContentBlobLinkComposer in RichText conversion

Added the ContentBlobLinkAdapterFactory to the EvaluationCon
text to be able to use the ContentBlobLinkComposer in RichTextCon
version

[CMS-19055]

Miscellaneous

The site-manager container image is now also build with google jib

Because of this change, the convenience feature, that the zip will be configured at
startup has been removed.

[CMS-20332)

Support for IBM DB2 has been removed
Support for IBM DB2 has been removed
[CMS-20120)

Removal: Deprecated Private API BlobHelper Class

The private APIclass com. coremedia.cap.transform.undoc.BlobHelp
er has beenremoved.

Follow Section “Removal: Deprecated Private API BlobHelper Class” [248] for upgrade
information.

[CMS-20049]
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Removal: Deprecated Editorial Comments cache properties
editorial.comments.data.cache.* Properties
The deprecated configuration properties editorial.com
ments.data.cache.* have been removed.

Follow Section “Removal: Deprecated Editorial Comments cache properties editorial.com-
ments.data.cache.* Properties” [248] for upgrade information.

[CMS-20047)

Removal: Deprecated SettingsPageResourceBundleFactory Class

The deprecated class com.coremedia.blueprint.cae.web.i118n.Set
tingsPageResourceBundleFactory hasbeendeleted. If youstill like it, keep
it in your project code. As alternative, it is recommended moving resource bundles to
resourceBundles,andusing LinklistPageResourceBundleFactory
instead.

[CMS-19999]

Removal: Deprecated Themelmporterimpl#legacyExternalLinkToDocumentName
Method
The deprecated method com.coremedia.blueprint.themeimport
er.ThemeImporterImpl#legacyExternallLinkToDocumentName
has been deleted. If you still like it, keep it in your project code. Otherwise, it is recom-
mended using stringToDocumentName instead.

(CMS-19995]

Removal: Deprecated UserProvider2 Interface

Theinterface UserProvider?2 hasbeen deleted. If you are still using it in your project
code, simply switch to UserProvider .

[CMS-19988]

Removal: Deprecated Legacy RuleProviders Classes

com.coremedia.blueprint.base.links.impl.PropertiesRule
Providerand com.coremedia.blueprint.base.links.impl.Sites
RuleProvider have been deleted from the Java API, incl. the bpbase-1inks—
legacy.xml configuration file. You probably do not use the classes directly in your
project code. Instead, check if you still import the legacy configuration file in the
blueprint-links.xml file in the cae-base-1ib module, and eventually
migrate to the AbsoluteUrlPrefixRuleProvider.

[CMS-19987]
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Removal: Deprecated LdapMember#getOrganizationalUnit Method

We have finally deleted LdapMember#getOrganizationalUnit ,whichhas
never been used. If you have implemented the LdapMember interface, you can delete
the method. You must at least delete the @Override annotation.

Follow Section “Removal: Deprecated LdapMember#getOrganizationalUnit Method” [250]
for upgrade information.

[CMS-19986]

Removal: management.health.contentRepository.enabled Property

The deprecated application property management.health.contentRepos
itory.enabled has been removed. Please use its replacement manage
ment.health.uapiConnection.enabled.

[CMS-19962)

Migrated Blueprint Content Hub Adapters to Plugins
The extensions for the Content Hub Adapters

Follow Section “Migrated Blueprint Content Hub Adapters to Plugins” [250] for upgrade
information.

[CMS-19911)

Dropped supported deprecated databases, servers, and browsers

With CMCC v11 the following deprecated databases and servers are not supported any-
more: IBM DB2, MySQL 5.7, Postgres 9.6, MongoDB 3.6, and Microsoft Windows Server
2016 Standard.

Follow Section “Dropped supported deprecated databases, servers, and browsers” [257]
for upgrade information.

[CMS-19867]

New API For Custom Workflow Extension Point

Accompanying the new Workflow app, there is a new API to add custom workflows. The
former APl was targeted specifically at the Control Room in the main Studio.The new API
can be used to customize both the main Studio and the Workflow App.

Follow Section “New API For Custom Workflow Extension Point” [251] for upgrade inform-
ation.

[CMS-19858]

Removal: Corporate Extension Modules for Content Server

The [content]) server modules for the corporate extension were empty and have been
removed:
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Follow Section “Removal: Corporate Extension Modules for Content Server” [252] for up-
grade information.

[CMS-19851)

Removal: Unused class SiteToStoreContextCacheKeyWithTimeout

The deprecated class com.coremedia.blueprint.base.livecon
text.ecommerce.common.SiteToStoreContextCacheKeyWith
Timeout was part of the legacy Blueprint commerce integration and has been removed
in favour of the Commerce Hub integration.

[CMS-19850]

New API for Content Type Localization

To support content type localization in both the Main Studio App and the Workflow App
[and further apps in the future], we fundamentally changed the API to localize doctypes.
One particular change is the direct support for SVG icons.

Follow Section “New API for Content Type Localization™” [252] for upgrade information.
(CMS-19816]

Removal: Old live context settings struct

The old 'livecontext.store.config' StructProperty was removed for all commerce Hub
enabled sites, tests and demo data. Please use only the new struct below the ‘commerce’
struct. For more details see JavaDoc for CommerceSettings.java. In addition LiveCon-
textCloneSitePostProcessor.java and it's usages were removed completely, the Com-
merceCloneSitePostProcessor.java is used instead. Please note: the cms catalog is not
affected by this refactoring as it's not a commerce hub enabled site.

[CMS-19396)

Removal: Deprecated API of TransformimageService
The following methods have been deleted from the Java API:

Follow Section “Removal: Deprecated API of TransformImageService” [253] for upgrade
information.

[CMS-19254)

Logging Standardization
The logging setup has changed to implement a more standardized setup. This includes:

Follow Section “Logging Standardization” [253] for upgrade information.

(CMS-19224]
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Removal: Optimizely Extension

The extension Optimizely hasbeenremovedfromapplications CAE and Studio-
Client .The settings startingwith" optimizely. "have no effect anymore and
can be removed from custom content. Additionally the helper class ExtensionAs
pectUtil. java has beenremoved.

(CMS-19060]

New Blueprint Parent

Anew parent POM cms-blueprint-parent hasbeenintroduced and is used as
[transitive] parent for every Blueprint module. It contains basic plugin management,
especially for the install- and deploy-plugin for which it is important that all modules
use the same versions. If you need a custom parent in your Blueprint, you can simply
search and replace our parent element. You could use the cms-blueprint-
parent as parent of your custom parent, or integrate the pluginManagement as ne-
cessary.

[CMS-18934)

Replaced deprecated org.junit.Assert.assertThat

Allremaining occurrences of the deprecated org. junit.Assert.assertThat
have been replaced by the equivalent org.hamcrest.MatcherAssert.as
sertThat .

(CMS-18795]

Replaced Guava Function and co. with JDK counterparts

Guava Optional, Function, Predicate, Supplier and most Guava utilities from
com.google.common.collect have been replaced with their JDK counterparts. Most of
these Guava features are available in the JDK by now, so it is unnecessary to bother with
a third-party library. Although it is not required, we would recommend that you also re-
factor these Guava usages in your code for consistency.

[CMS-18659]

Removal: Deprecated Consumer, Function, Predicate Classes
The classes com.coremedia.common.util.Consumer , com.core
media.common.util.Function and com.coremedia.com
mon.util.Predicate havebeendeleted from the Java API. All usages have been
replaced with the according JDK classes of package java.util.function.

Follow Section “Removal: Deprecated Consumer, Function, Predicate Classes” [256] for
upgrade information.

[CMS-18658]
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Implementations of Comparable: Added Type Arguments

For several parts of the public API the implementation of the Comparable interface
now uses correct generic type arguments. As part of this change, following inter-
faces/classes have been updated by adding type parameter.

Follow Section “Implementations of Comparable: Added Type Arguments” [257] for up-
grade information.

(CMS-17548]

Consolidate Blueprint grouplds and versions

The Blueprint now uses the groupld com.coremedia.blueprint for every
module and Blueprint modules are now always referenced by using ${project.version}.
The following grouplds are no longer used:

Follow Section “Consolidate Blueprint grouplds and versions” [257] for upgrade informa-
tion.

[CMS-17559]

4.5.2 Changes and Improvements

CoreMedia Core

Deprecation: Obsolete classes in Workflow Java API
The following classes for customizing workflows have been deprecated in the Java API

in package com.coremedia.workflow.common.util :
o AbstractExternalManager

e | ongActionRegistry

e RegisteringLongAction

o SpringCollectiveLongAction

o SpringDelegateAction

e SpringDelegatelongAction

The methods hasManager and getManager ofclass com. coremedia.work
flow.WfServer have also been deprecated.

For details, see the deprecation notices in the APl documentation. To summarize, it's
recommended to instead use Unified APl interfaces to implement custom managers,
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andtouse SpringAware*Action classesforactionsthatinteract with the Spring
context.

[CMS-20233)

Added parametric HTTP endpoint to re-indexing CAE Feeder

The CAE Feeder application now has a specific parametric endpoint to trigger a re-index-
ing without using JMX. The endpointis availableat : 40781 /actuator/reindex
and is enabled by default. To perform a partial re-indexing send a HTTP POST request
ie.

curl --request POST \
—--url http://localhost:40781/actuator/reindex \
--header 'Content-Type: application/json' \
—--data '{
"ids": "1234,5678",
"contentTypes": "CMArticle,CMPicture",
"query": "BELOW PATH '\''/Sites/Calista'\''"
'

See the Search Manual, section "Partial Reindexing of CAE Feeder Indices" for more in-
formation.

[CMS-19831)

Update of MongoDB Java Driver to version 4.3.0
The thirdparty dependencies org.mongodb:mongodb-driver-legacy, org.mongodb:mon-
godb-driver-core and org.mongodb:bson have been updated from version 4.2.2 t0 4.3.0.
[CMS-19758)

Deprecation: ListDiff#elementEqual

In the Java API, method elementEqual of class com.coremedia.trans
late.workflow.ListDiff has been deprecated. Instead of overriding that
method in a subclass, you can instead pass a predicate for equality to a constructor of
that class.

[CMS-18502)

Removal: Deprecation for SiteModel's sitelndicatorDepth in Multi-Site

We removed the deprecation notice for siteIndicatorDepth as part of the
SiteModel .

As part of this change cm validate-multisite got extended by a new issue
code:

e MS-VALIDATION-4009 - DISCOURAGED PROPERTY VALUE

The new issue-code is reported at level INFO and is triggered, when using a
siteIndicatorDepth differentto O (zero).
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Motivation

As part of CMS-9521we deprecated siteIndicatorDepth for2001.1and changed
the default to O (zero] rather than 1 [one], as we got aware that many editors struggled
with site indicators being hidden in the "depth" of a site - which in the end caused cor-
rupted sites.

Nevertheless, migrating existing content from a depth 1to depth 0 may raise considerable
migration effort, as you have to move all site indicators up one level in one step (while
stopping editorial work) and then republish all your sites.

Because of this, we decided to remove the deprecation notice, so that we will support
site indicator depths different to 0 also on in the future. The default which ships with
CoreMedia Blueprint will stick to the recommended default O , though.

[CMS-19378]

Third-Party Update: Apache Tika an